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QUESTION NO: 1

Which StealthWatch device monitors, analyzes, separates, categorizes, and stores information from each flow, allowing it to
create a baseline of typical expected network activity?

A. Flow collector
B. Advanced malware protection
C. Forensic investigation

D. Malware clustering

ANSWER: A

QUESTION NO: 2

What feature of Anti-Spam Defense determines the reputation of an e-mail?
A. |IP addresses

B. Threat analysis

C. Context analysis

D. Encryption score

ANSWER: C

QUESTION NO: 3

Which two products are part of Cisco's Data Center threat-centric solution? (Choose two.)
A. Rapid threat detection through NGFW and NGFWv

B. Enforced device security with Meraki

C. URL filtering

D. Relationship segmentation

E. Automated policy enforcement with ASAv

ANSWER: AE

Explanation:
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ASAS Security Threat Centric Solutions - AM and SE Module 7

QUESTION NO: 4

Which three Cisco solutions are covered in the Advanced Threat module? (Choose three.)
A. Cognitive Threat Analytics

B. Intrusion Analytics

C. AMP

D. Cisco Defense Orchestrator

E. NGIPS

F. Cisco ThreatGrid

ANSWER: ACF

Explanation:

ASAS Security Advanced Threats SE Module 6

QUESTION NO: 5

Which feature of AMP tracks the movement of a file within the environment and monitors its disposition over time?
A. Trajectory

B. Fuzzy Fingerprinting

C. Machine Learning

D. ThreatGrid

ANSWER: A

Explanation:

ASAS Security Advanced Threats SE Module 6

QUESTION NO: 6
Which are three main features of the Meraki MX discussed in Cloud App Security module?

(Choose three)

A. Cloud-Brokered VPN
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B. Posture Assessment
C. Intrusion Prevention
D. Email Security

E. Profiling

F. Next Generation Firewall

ANSWER: CEF

QUESTION NO: 7

What are three major features of Cisco Defense Orchestrator? (Choose three.)

A. Providing retrospective security to protect against malware

B. Receive notifications about any unplanned changes to security policies and objects
C. Plan and model security changes before deploying them across the cloud

D. Identifying anomalous traffic in customer's network

E. Ability to deploy changes across virtual environments in real time or offline

F. Tracking suspicious files through the network

ANSWER: BCE

QUESTION NO: 8

Which is a key feature that Advanced Malware Protection provides?
A. Dynamic Content Analysis

B. Reputation Analytics

C. Retrospective Security

D. Dynamic URL Filtering

ANSWER: C
Explanation:

ASAS Security Advanced Threats SE Module 6

QUESTION NO: 9
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Which is a security product that was covered in the Policy and access security module?
A. Cisco NFGW

B. Cisco Identity Services Engine

C. Cisco NGIPS

D. Cisco Defense Orchestrator

ANSWER: B

Explanation:

ASAS Policy and Access SE Module 5

QUESTION NO: 10

Which two Cisco products are part of the mobile threat-centric solution module? (Choose two.)
A. Advanced sandboxing with Threat Grid

B. Automated policy enforcement with ASAv

C. Enhanced control access with ISE and Cloudlock

D. Software-defined segmentation through TrustSec

E. Enforced device security policies with Meraki

ANSWER: CE
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