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QUESTION NO: 1

How are privacy and data protection related to each other?

A. Data protection is a subset of privacy.

B. Privacy is a subset of data protection.

C. The terms ‘privacy’ and ‘data protection’ are interchangeable.

D. They're unrelated concepts.

ANSWER: A

Explanation:

Reference: https://blog.ipswitch.com/data-privacy-vs-data-protection

QUESTION NO: 2

is a special arrangement between EU and US on Cross Border Data Flows that enables US companies to
transfer personal data from EU organizations to the US for processing.

A. EU-US Privacy Shield
B. EU-US Safe harbor framework
C. Adequacy Decision

D. Convention 108

ANSWER: B

Explanation:

Reference: https://unctad.org/system/files/non-official-document/dtl_ict4d2016c01_Kommerskollegium_en.pdf

QUESTION NO: 3

The Information Technology (Reasonable Security Practices And Procedures and Sensitive Data or Information) Rules,
2011, provide the consumer with which of the following rights?

A. Right to Access and Correction

B. Right to Erasure
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C. Right to Data Portability
D. Right to restrict processing

E. All of the above

ANSWER: C

QUESTION NO: 4

Which of the following statement about Personally Identifiable Information (PIl) is true?
A. Pll is necessarily a single data element, not a combination of data elements, which can uniquely identify an individual
B. PIl is a subset of Sensitive Personal Information

C. Pll is any information about a legal entity including details of its registration or any information that may allow its easy
identification

D. None of the above

ANSWER: C

QUESTION NO: 5

What are the roles an organization can play from privacy perspective?

i. Data Controller — determines the means and purpose of processing of data which is collected from its end customers ii.
Data Controller — determines the means and purpose of processing of data which is collected from its employees iii. Data
Sub-Processor — processes personal data on behalf of data processor iv. Joint Controller — determines the means and
purpose of data processing along with other data controller Please select correct option:

A. i, ii and iii
B. ii, iii and iv
C. i, iiiand iv
D. i, ii, iii and iv
ANSWER: A

QUESTION NO: 6

As a privacy assessor, what would most likely be the first artifact you would ask for while assessing an organization which
claims that it has implemented a privacy program?
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A. Privacy risk management framework
B. Records of privacy specific training imparted to the employees handling personal information
C. Personal information management policy

D. Records of deployed privacy notices and statements

ANSWER: C

QUESTION NO: 7

Company A collects and stores information from people X & Y on behalf of company
B. Which of the following statements are true?

A. A is the data controller since it collects data directly from X & Y

B. Which of the following statements are true?
B is the data controller while A is the sub processor as B has outsourced the data collection and processing to A

C. B is the data controller that uses A as data processor to collect and process data of data subjects X and Y

D. Both A & B are data controllers since both need to maintain highest principles of data protection

ANSWER: C

QUESTION NO: 8

Under which of the following conditions can a government department refuse to release information under the provisions of
RTI Act?

A. Adverse impact of such information on the stability of the ruling party in government
B. Adverse impact of such information on national security
C. Adverse impact of such information on personal privacy of its officials if it does not satisfy the public interest at large

D. Adverse impact of such information on the public image of the government department

ANSWER: B

QUESTION NO: 9
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A ministry under government of India plans to collect citizens’ information related to their education, medical condition,
economic status, caste and religion. As per the privacy requirements mentioned under Sec 43A of IT (Amendment) Act,
2008, the citizens’ ‘Consent’ would be mandatory for which of the following elements before their collection?

A. Educational records

B. Medical condition

C. Caste and religion

D. Sec 43A may not be applicable

ANSWER: B

QUESTION NO: 10

A privacy lead assessor assessing your company for DSCI’s privacy certification gets to know that your payroll process has
been outsourced to a third party service provider. So, he/she is reviewing your contract with that service provider to ascertain
which privacy related clauses are incorporated in the contract.

What could be the possible reasons for reviewing the contract?

A. Possible violation of ‘Collection Limitation’

B. Possible violation of ‘Use Limitation’

C. Risk of data subjects directly reaching to service provider

D. Data security controls in third party provider’s environment

ANSWER: A
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