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QUESTION NO: 1 - (DRAG DROP)
DRAG DROP

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session passes
through the Cisco WSA.

Select and Place:

Answer Area

Server replies with server certificate to Cisco WSA step 1
| Encryption data channel is established step 2
Cljent se;m:lls the session key, wl:u'c!.1 is encrypted by step 3
using public key of the server certificate
i Client sends a hello message to Cisco WSA step 4
| Cisco WSA replies with a proxied certificate of the -

destination server to the client

ANSWER:

Answer Area

Server replies with server certificate to Cisco WSA Client sends a hello message to Cisco WSA ‘

Encryption data channel is established Clyant semj.s the session key, whlc*_n is encrypted by
using public key of the server certificate

Client sends the session key, which is encrypted by | Encryption data channel is established
using public key of the server certificate

Cisco WSA replies with a proxied certificate of the

|
i isco W gl :
| Client sends a hello message to Cisco WSA i e v

| Cisco WSA replies with a proxied certificate of the

i : Server replies with server certificate to Cisco WSA
destination server to the client >

Explanation:
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QUESTION NO: 2

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco ASA firewall cannot get to
the Internet in a Transparent proxy environment using WCCP.

Which troubleshooting action must be taken on the CLI to make sure that WCCP communication is not failing?
A. Disable WCCP to see if the WCCP service is causing the issue

B. Explicitly point the browser to the proxy

C. Ping the WCCP device

D. Check WCCP logs in debug mode

ANSWER: D

QUESTION NO: 3

When an access policy is created, what is the default option for the Application Settings?
A. Use Global Policy Applications Settings

B. Define the Applications Custom Setting

C. Set all applications to Block

D. Set all applications to Monitor

ANSWER: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
7/user_guide/b_ WSA_UserGuide_11_7/b_WSA_ UserGuide_11_7_chapter_01111.html

QUESTION NO: 4

Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests? (Choose two.)
A. authentication cache

B. application cache

C. logging cache

D. DNS cache

E. HTTP cache
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ANSWER: AD

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-wsa-00.html

QUESTION NO: 5

What is the purpose of using AMP file analysis on a Cisco WSA to continuously evaluate emerging threats?
A. to take appropriate action on new files that enter the network

B. to remove files from quarantine by stopping their retention period

C. to notify you of files that are determined to be threats after they have entered your network

D. to send all files downloaded through the Cisco WSA to the AMP cloud

ANSWER: C

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
5/user_guide/b_ WSA_UserGuide_11_5 1/b_ WSA_UserGuide_11_5 1 _chapter_01110.html

QUESTION NO: 6

Which two features can be used with an upstream and downstream Cisco WSA web proxy to have the upstream WSA
identify users by their client IP address? (Choose two.)

A. X-Forwarded-For
B. high availability
C. web cache

D. via

E. IP spoofing

ANSWER: AD

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
O/user_guide/b_ WSA_ UserGuide/b_ WSA UserGuide_chapter_0100.html

QUESTION NO: 7
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Which information in the HTTP request is used to determine if it is subject to the referrer exceptions feature in the Cisco
WSA?

A. protocol
B. version
C. header

D. payload

ANSWER: C

Explanation:

Requests for embedded content usually include the address of the site from which the request originated (this is known as
the “referer” field in the request’'s HTTP header). This header information is used to determine categorization of the referred
content.

Reference https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
O/user_guide/b_ WSA_UserGuide/b_WSA _UserGuide_chapter_01100.html

QUESTION NO: 8

Currently configured logs:

. “accesslogs” Type: “Access Logs™ Retrieval: FTP Poll

. “amp logs” Type: “AMP Engine Logs™ Retrieval: FTP Poll

. “authlogs™ Type: “Authentication Framework Logs™ Retrieval: FTP Poll
. “ave_logs™ Type: “AVC Engine Logs™ Retrieval: FTP Poll

. “bypasslogs” Type: “Proxy Bypass Logs™ Retrieval: FTP Poll

h b L b

42. “webcat_logs” Type: “Web Categorization Logs™ Retrieval: FTP Poll
43. “webrootlogs™ Type: “Webroot Logs™” Retrieval: FTP Poll

44. “welcomeack logs” Type: “Welcome Page Acknowledgement Logs" Retrieval: FTP Poll
Enter the number of the log you wish to grep.

[]> 1

Enter the regular expression to grep.

[|> domain.com

Do you want this search to be case insensitive? [Y]=

Do you want to search for non-matching lines? [N]>

Do you want to tail the logs? (N]>

Do you want to paginate the output? [N]>

Refer to the exhibit. Which command displays this output?

A. grep
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B. logconfig
C. rollovernow

D. tail

ANSWER: A

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117938-configure-wsa-00.html

QUESTION NO: 9

An administrator wants to restrict file uploads to Facebook using the AVC feature.

Under which two actions must the administrator apply this restriction to an access policy? (Choose two.)
A. Monitor Facebook General

B. Monitor Social Networking

C. Monitor Facebook Photos and Videos

D. Monitor Facebook Messages and Chat

E. Monitor Facebook Application

ANSWER: AC

Explanation:

Reference: https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/datasheet-c78-741272.htmi

QUESTION NO: 10

Which two benefits does AMP provide compared to the other scanning engines on the Cisco WSA? (Choose two.)
A. protection against malware

B. protection against zero-day attacks

C. protection against spam

D. protection against viruses

E. protection against targeted file-based attacks
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ANSWER: B D

Explanation:

Reference: https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware-protection/solution-
overview-c22-734228.htmi
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