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QUESTION NO: 1

What is a key difference between an Aruba Air Monitor (AM) and an Aruba Spectrum

Analyzer (SA)?

A. An AM detects threats such as rogue APs, while an SA analyzes RF conditions.

B. An AM detects rogue APs and provides data services to clients, while an SA only detects rogue APs.
C. An AM scans on only one 802.11 frequency band, while an SA scans on both 802.11 frequency bands.

D. An AM both detects wireless intrusion attempts and mitigates them, while an SA only detects wireless intrusion attempts.

ANSWER: A

QUESTION NO: 2

Which type of authentication server should administrators select to authenticate users to a
ClearPass server?

A. Windows

B. RADIUS

C. TACACS+

D. LDAP

ANSWER: B

QUESTION NO: 3

Which authentication server option would the network administrator choose to authenticate a wireless user directly against
an Active Directory (AD) domain controller without NPS or

IAS?

A. LDAP server

B. RFC 3576 server
C. TACACS server
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D. RADIUS server

ANSWER: D

QUESTION NO: 4

A network administrator wants to assign an authentication server group to the WPA2-
Enterprise WLAN. Which profile should the administrator modify?

A. Virtual AP

B. SSID

C. AAA

D. L2 Authentication

ANSWER: C

QUESTION NO: 5

Refer to the exhibits.
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Exam Guest General VLANs Security Access

Clearpass or other external captive portal

A network administrator configures a guest WLAN on an Aruba Mobility Master (MM)based solution. The exhibits show some
of the settings for this WLAN.

Which settings must the administrator configure on each Mobility Controller (MC) at the device level for this configuration to
function properly?

A. an IPsec preshared key
B. CPSec certificates

C. a portal page

D. VLAN 99 IP settings

ANSWER: D

QUESTION NO: 6

What is one setting that a network administrator can configure for user roles in an Aruba solution?
A. DHCP pool

B. ClientMatch rules

C. source NAT

D. Maximum session
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ANSWER: D

QUESTION NO: 7

What is one networking setting that a network administrator can configure for roles in an
Aruba solution?

A. DHCP pool

B. ClientMatch rules

C. source NAT

D. bandwidth limit

ANSWER: D

QUESTION NO: 8

Refer to the exhibit.
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Based on the exhibit, what is the maximum number of APs that this Mobility Master (MM) solution can support?
A.0

B. 1

C.32

D. 500

ANSWER: C

QUESTION NO: 9
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A network administrator needs to configure firewall rules for three roles:

c® Finance

c® Sales = Employee

Several rules apply to both the Employee and Sales roles, but not to the Finance role.

What is the simplest way to configure these rules?

A. Define the Employee and Sales roles as internal roles, and then configure the rules as global rules for internal users.

B. Apply these rules as a subnet-based policy, and then ensure that only Employee and Sales users are assigned IP
addresses in that subnet.

C. Select either the Employee or Sales role, and then configure these rules within the global policy.

D. Create a policy with these rules, and then apply that policy to the Employee and Sales roles.

ANSWER: D

QUESTION NO: 10

Refer to the exhibit.

Mobility Master (MM)
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Which role must AP1 play?

A. Instant AP (IAP)
B. Mesh Point AP
C. Mesh Portal AP

D. Remote AP (RAP)

ANSWER: C
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