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QUESTION NO: 1

On a Cisco Catalyst 9300 Series Switch, the guest shell is being used to create a service within a container.
Which change is needed to allow the service to have external access?

A. Apply ip nat overload on VirtualPortGroupO.

B. Apply ip nat inside on Interface VirtualPortGroupO.

C. Apply ip nat outside on Interface VirtualPortGroupO.

D. Apply ip nat inside on Interface GigabitEthernet1.

ANSWER: B

QUESTION NO: 2 - (DRAG DROP)

A Python script must query the Cisco DNA center API for the number of unique wireless clients that are exhibiting poor
health behavior. Drag and drop the code from the bottom onto the box where the code is missing to complete the script Not
all options are used.

impoIt Ieguensts am e
- from basefd import bEder i
3 impars jeon
4
: hoat = "hetpe: sandboxdnac.ciaco.co T
auth_axt = ‘dna/systen/api/vl/augh Tslant
health_ext = ‘dna/intent. /api/wl E ]'.-.--u.-r'
WeeI ‘devnetuser’ ) __I
pasw = "Cisesllll’
- led auth = bHEden i (nEz.en la (usez+ " "+pasw ia de ("ancid™)
head = {"Mutherization’: "Basic ".format (encoded_auth} |}
Bod = ok ]
14 auth head = {"X-Auth-Token': json.loads
1% re.cequest | "POST", host+auth_sxt, headers®Thead, dataTbody, verlify=False
wirmlesn healt stats = |
score| "cilienctUnigquelount’ for score in
i I -,-:'m' for itam L L] loads
2 e m. hoat = r.e.!.'_-..'._l.-:::.
=k headers=auth head, data=body, verify=Falses).text
i 'response’ _'l—J' if
ad itam|[ "scoreCategory”] [ "value | == ° *119]
4 if score['scoreCategory']('valus'] == YPOOR'
-3
l- eleta l WIRELESS |
[ J o ads [ a-_: "| | poorelliat ]
L
ANSWER:
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1l impozt reguests as Ie

s from basefd impoit bldencods

3 import jeon

L]

%  host = "httpe://sandboxdnac.cisco.gom/”

€ auth_sut = ‘dnafsystem/api/vl/augh csfast: |

T health_ext = ‘dnafintent/api/vi/ ~health®

] user = "devnetuser’

§ paww = 'Clecolldil’

1]

11 encoded auth = béfencods (stz.encods (caez+":"+pasw) ). decode |"ancii®)
12 head = (*Authorization’: *Basic ()°.format (encoded_auth)}

1] body = NHone

14 auth_head = ["X-Ruth-Token': json.loads|(

1% co.cequest |’ POST*, host+auth_ext., headers®head, datasbody, verify=Falss
16 }-zext) ["Token"] ]

17 wireless_health_stats = |

i# score|'cliencini ount'] fox scoze in

1% [item[*] w®corelist |'] for item in json.loads(

20 :o-l?ll‘l‘ﬁ, host + health_ext.,

Z1 Mlﬂ:--um_hg.j_i_[daulbndy. verify=False) .tent
22 i["zosponse’] (0] [* | #eoreletall vy ;

23 item[‘scorsCategory'] [ valus'] == *| WIRELESS .5

=4 Af scoare|'scoceCategory’'] [ "value'] ==

25 1(e1

| soorebetail | | wIRELESS |

I jm.lu-lﬂlll I TFCAT' I | scorelist l

Explanation:

import regquests as e
from basefd import bfdencode

import jeson

host = "hetps://sandboxdnac.cisco.com/’

auth_sxt = ‘dna/system/api/vl/auth/coken”

health_sxt = ‘inuinunta’wi.wlf-hnlth*
user = "devnetusecz"

pasw & "Ciscolll!”

R SR R N

1l encoded_auth = bEdencode (str.encods (user+": " +pasw) ) .decode ("ascii™)
12 head = ('Authorization®: 'Basic {}'.format (encoded_auth))

13 body = None

14 auth_head = {["X=Ruth=Token': json.losds |

1% re.request('POST", host+auth_sxt, headers=head, data*body, verify=False
16 ).eaxe) ["Token'] )

17 wireless_hesalth_stats = |

18 score[’ ntuniquecount’] for score in

19 licem[*'| scorelist |'] for item in json.loadsi

] re. Iq0 - + host * health_sxt,

21 headers= h head, data=body, verify=False].text
22 ) [*zesponss’] (0] I'
23 itam['scoraCategory’ ) [Tvalue = - '}||:||
=4 if score|'scoreCategory’']["value']

25 110]

| json.loads ' | ‘poaT’ |
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Which two statements are considered best practices according to the 12-factor app methodology for application design?
(Choose two.)

A. Application code writes its event stream to stdout.

B. Application log streams are archived in multiple replicated databases.
C. Application log streams are sent to log indexing and analysis systems.
D. Application code writes its event stream to specific log files.

E. Log files are aggregated into a single file on individual nodes.

ANSWER: AD

QUESTION NO: 4 - (DRAG DROP)

DRAG DROP

Drag and drop the steps from the left into the order on the right to configure and install a container on a Cisco Catalyst 9000
Series Switch.

Select and Place:

Answer Area

cat9k(config)# iox step 1
cat9k# app-hosting install appid -
MYAPP package flash:myapp.tar .
cat9k# app-hosting start appid
MYAPP e
cat9k# app—hosting activate

: step 4
appid MYAPP

ANSWER:
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Answer Area

cat9k(config)# iox

cat9k# app-hosting install appid

cat9k# app-hosting start appid
MYAPP

MYAPP package flash:myapp.tar

cat9k# app-hosting start appid
MYAPP

cat9k# app—hbstirig activate
appid MYAPP

cat9k# épp—hoéting activate
appid MYAPP

cat9k(config)# iox

Explanation:

QUESTION NO: 5

A local Docker container with a Container ID of 391441516e7a is running a Python application. Which

cat9k# app-hosting install appid
MYAPP package flash:myapp.tar |

command is used to connect to a bash shell in the running container?

A -
Idocker attach <Container ID>

B
Idocker exec —1t <Container ID> /bin/bash

C : : .
Idocker run —a stdin —-a stdout <Container ID> /fbin/bash

D . -
Idecker container attach <Container ID>

A. Option A
B. Option B
C. Option C
D. Option D

ANSWER: A
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QUESTION NO: 6

Which two gRPC modes of model-driven telemetry are supported on Cisco I0S XE Software? (Choose two.)
A. dial-in

B. dial-out

C. call-in

D. call-out

E. passive

ANSWER: AB

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/prog/configuration/1612/b_1612_programmability_cg/model_driven_telemetry.html#id_86392

QUESTION NO: 7

Refer to the exhibit
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site_span.set_tag('Teguest-typa’. "Success

An application is developed to perform multiple API calls. The calls will be performed on the infrastructure devices Delays in
the information transfer occur when the application is executed What are two reasons for the issue? (Choose two )

A. The list devices API call is failing and does not return a result

B. Listing devices lakes longer than usual due to high network latency
C. One of the API calls takes roughly three times as long to complete
D. The list devices API call is inefficient and should be refactored

E. The requests are being rate limited to prevent multiple calls causing the excessive load

ANSWER: B C

QUESTION NO: 8

How is client code that consumes gRPC telemetry implemented, assuming that the preferred language is able to be chosen?
A. Parse the OpenAPI spec model

B. Compile the protocol buffers IDL

C. Leverage a Thrift code generator to parse a Thrift IDL

D. Review the Swagger API documentation to build client code

ANSWER: B
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QUESTION NO: 9

Refer to the exhibit.
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AP| CONSOLE

/api/fmc_config/vi/domain/e276abec-e0f2-11e3-8169-
6d9ed49b6251/object/fqdns

0050568B-0B24-0ed3-0000-858993545263

Identifier for FQDN object.
+ Query parameter
Content-Type Header|_appiicationjson _ ¢

Response Text Response Info Request Info

“value®: "10.156.100.26"%,
"overridable": false,
"description”: "testServer”,
“id": "005056BD-0B24-0edl-0000-858993545263",
"name”": “"testServer0l.foobar.com”,
"metadata”: (

“timestamp”: 1551986986196,

"lastUser™: {

“nama”: "jboga”
}l
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Which AP! call does an engineer use to delete the FQDN object?
A. DELETE /api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f

B. DELETE /api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/object/fqdns/005056BB-0B24-0ed3-0000-
858993545263

C. DELETE /api/fmc_config/v1/domain?id=e276abec-e0f2-11e3-8169-6d9ed49b625f
D. DELETE /api/fmc_config/vi/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/object/fqdns?id=005056BB-0B24-0ed3-
0000-858993545263

ANSWER: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/firepower/640/api/REST/Firepower Management Center REST API Quick
Start Guide 640/Objects In The REST APIl.html#fgdns DELETE

QUESTION NO: 10

What are two methods for sending bearer access tokens in resource requests to servers? (Choose two,)
A. in plaintext for user access

. in the HTTP APl schema

. in the HTTP request entity-body

. in the "Authorization" request header field

m O O W

. in the HTTP request URI

ANSWER: CD

QUESTION NO: 11

The UCS Python SDK includes modules for Service Profile template creation.
Which two UCS Service Profile template types are supported? (Choose two.)
A. initial-template

B. updating-template

C. abstract-template

D. attached-template

E. base-template
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ANSWER: AB

QUESTION NO: 12

Refer to the exhibit , The command docker build -tag=friendlyhello . is run to build a docker image from the given Dockerfile,

requirements,txt, and app.py, Then the command docker run -p 4000:80 friendlyhello is executed to run the application.
Which URL is entered in the web browser to see the content served by the application?

A. http://localhost:4000
B. http ://localhost:80
C. hitp ://127.0.0.1:80
D. http:///4000:80

ANSWER: D

QUESTION NO: 13

A container running a Python script is failing when it reaches the integration testing phase of the CI/CD process. The code
has been reviewed thoroughly, and the build process works on this container and all other containers pass unit and
integration testing.

What should be verified to resolve the issue?

A. that the correct port is exposed in the Dockerfile

B. that the necessary modules and packages are installed on build
C. that the script is running from the right directory

D. that the Python version of the container image is correct

ANSWER: B

QUESTION NO: 14

In the three-legged OAuth2 authorization workflow, which entity grants access to a protected resource?
A. resource owner

B. client

C. resource server

D. authorization server
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ANSWER: D

Explanation:

Reference: https://developer.orange.com/tech_guide/3-legged-oauth/

QUESTION NO: 15

An organization manages a large cloud-deployed application that employs a microservices architecture across multiple data
centers. Reports have been received about application slowness. The container orchestration logs show that faults have
been raised in a variety of containers that caused them to fail and then spin up brand new instances. Which two actions can
improve the design of the application to identify the faults? (Choose two.)

A. Automatically pull out the container that fails the most over a time period.

B. Implement a tagging methodology that follows the application execution from service to service.

C. Add logging on exception and provide immediate notification.

D. Do a write to the datastore every time there is an application failure.

E. Implement an SNMP logging system with alerts in case a network link is slow.

ANSWER: B C

QUESTION NO: 16

What are two benefits of using distributed log collectors? (Choose two.)

A. supports multiple transport protocols such as TCP/UDP

B. improves performance and reduces resource consumption

C. provides flexibility due to a wide range of plugins and accepted log formats
D. enables extension of logs with fields and export to backend systems

E. buffers and resends data when the network is unavailable

ANSWER: B E

QUESTION NO: 17

Refer to the exhibit.
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module: Cisce-IRE-KE-mative
+==gw nazive
veupw interface

+—-pw GigabicEthaznet® [nams]

| W AR sETaing
+==rw media-type? SRR ATLOn
| t==rw port=type’ enuneration

¢==pu dascriptisnl
I I d==rw switchport-conf
| | +--rw swizehpare? poalean

+==gw switchport {ics-fsacturessiswicching-placform]?
| +=-rW stackwise-virzual

SEILIRG

| | #==pw link? wintch
| +—-pw dual-serive-dersstiss? a=pry
| w==rw mac-address sETing
| +==rw shucdown? s=pry
I == &P
I #==fW Cimecut? uwinedd

Interface Lookback 1 must be created with IP address 10.30.0.1/24 in a Cisco |I0S XE device using RESTCONF. The
schema that is defined by the exhibit must be used. Which body and URI should be used for this operation?

A)

FOT
restoonl data/Cisco=I08=XE=nativernative/ intarfaces

*Loopback=r
"rama"™ & m
“deascriprisn®: “Lespbatk 1 - dessripTiem”,
mipm: |
"address™: |
"primary: ( "address™: 10.30.0.1%,

“mask*y "TZ38.258.288.0° |

B)

FoaT
‘restoend fdava/Cisco-[08-XE-nativeinative/inverfaces
i
" PLoaphacik™:
"hame®i 1%,
"descriptian™: "lLoapback 1 - descriptien”®,
ip®t
"addzesa™:
“primary: | “address®: 10.30.0.1%,
"mank®: "24* |

C)

[PoaT

restoonf /data/Cisco-I08-E-nativernative interface

=: "Loopback 1 - descriptien®,
"adds g
FpELmATY I “address™ 10.30.90.1%,
"mank®: "255.255.285.0%" |

D)
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A. Option A
B. Option B
C. Option C
D. Option D

ANSWER: A

QUESTION NO: 18

Which two countermeasures help reduce the risk of playback attacks? (Choose two.)
A. Store data in a NoSQL database.

B. Implement message authentication (HMAC).

C. Enable end-to-end encryption.

D. Remove stack traces from errors.

E. Use short-lived access tokens.

ANSWER: B E

QUESTION NO: 19

Refer to the exhibit.
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import json
ité:r: ;e:;e:ts
f:;ﬁ re::é::= exceptions import HTTPError
url="https://devnet.ap.net/accesspoints/2€6"
try:
response = regueata.get{url)
:E!:.:‘:‘T.!! Iﬂ_!-: f‘:: _-';ﬂ.t_.!':'
except LTTFE:::: n; ':;t @Iri
1 ;ri::['HTT? &Fror :;E:::e:.' format (http arr)
except Exception as &rr -r
print('Other error occurred".format (arr))
elye:
json = json.loads (response.text)
| I
$ python get-userid.py
u'userld’ ] u"firstName" 'James', u'sscondNams u'Boand', u'email’

A developer has created a Python script that retrieves information about the deployment of Cisco wireless access points
using REST API. Which two code snippets must be added to the blank in the code to print the value of the userid key instead
of printing the full JSON response? (Choose two.)

A)

tr}
H
I""
s |
t
i
1]
]
b |
I_

] [userId]

B)

f‘j
(41
'-J
~
o

J80n| user.a

C)

LI

trj
L
..l-
e
ot

i
e
0
o
I" :
»
i
L
(R
(¥R

D)
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for key, value in json.items():
1f key == 'userld':
print('{}"'.format (value))
E)
for key, value i1n json.dumps(response.text
if key in 'userlId':
print value
A. Option A
B. Option B
C. Option C
D. Option D
ANSWER: B D

QUESTION NO: 20

Which approach is used to protect East-West API traffic?
A. Use encryption between services

B. Install a perimeter firewall

C. Use a dedicated cloud connection service.

D. Implement an API gateway

ANSWER: A
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