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QUESTION NO: 1

What are the options for the IPDRR process? (multiple selection).
A. Response

B. Plan

C. Protection

D. Recovery

ANSWER: ACD

QUESTION NO: 2

The National Graded Protection System (GB) is in the process of grading The assessment is based on the safety
management assessment requirements in IS027001. (single selection).

As TRUE
B. FALSE

Answer: B

Explanation:

A. FALSE

ANSWER: A

QUESTION NO: 3

What are the correct options for describing the impact of IPv6 technology on cyberattacks (multiple selection).

A PV6 is enough to take into account the security aspects and does not have its own security vulnerabilities.

B. IPv6 also has a defensive effect on application-layer spoofing attacks.

C. In the IPv6 environment Sharding attacks, ARP, and DHCP attacks can be mitigated or eliminated to some extent.

D. IPv6 has the ability to locate the initiator of the attack through attacks

Answer: BCD

Explanation:
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A. IPv6 also has a defensive effect on application-layer spoofing attacks.
B. In the IPv6 environment Sharding attacks, ARP, and DHCP attacks can be mitigated or eliminated to some extent.

C. IPv6 has the ability to locate the initiator of the attack through attacks

ANSWER: ABC

QUESTION NO: 4

Let's see which devices can be used as Huawei CIS (Cybersecurity Intelligence system.). Trapping probes in network
security intelligence systems?

A. firewall
B. switchboard
C. router

D. server

ANSWER: AB

QUESTION NO: 5

Huawei's network security intelligence system CIS can only be linked with which of the following devices to block viruses?
A. Firewall

B. Agile Controller-Campus

C. SecoManager

D. AgileController-DCN

ANSWER: A

QUESTION NO: 6

According to the requirements of Graded Protection 2.0, the scope of security audits should cover not only every operating
system user on the server, but also which of the following

A. Database user
B. Monitor users
C. Configure the user

D. Non-admin users
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ANSWER: A

QUESTION NO: 7

The following describes the black hole route Which one is wrong? (single selection).

A. When the NAT address pool address and the public network interface address are not on the same network segment
Blackhole routing must be configured.

B. The black hole routing configuration consumes the CPU processing resources of the device.
C. Configuration command line of black hole routing: ip route-static (ip-address) null o

D. Configure the destination NAT In order to prevent the routing environment, the concubine needs to configure a blackholed
route to the destination IP address before translation.

ANSWER: B

QUESTION NO: 8

To implement private network user A to access the Internet network after user B That is, which of the following source NAT
modes can be configured on the exit firewall to be actively accessed by other users in the Internet network?

A. asy-IP
B. NAT No-PAT
C. Port triples NAT

D. Mouth NAPT

ANSWER: C

QUESTION NO: 9

In the WAF defense-in-depth system, which of the following security checks is used to protect against CC attacks? (single
selection).

A. Content security check
B. Access behavior security check
C. Security checks for sensitive information

D. Network security inspection

ANSWER: B
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QUESTION NO: 10

Which of the following measures can protect against viruses that spread through zero-day vulnerabilities? (multiple
selection).

A. Partial sandbox
B. Deploy firewalls
C. Use situational awareness technology

D. Deploy missing equipment

ANSWER: AC

QUESTION NO: 11

Which of the following options is used to obtain information in penetration testing? (single selection).
A. Connect to open ports Log in to the server

B. Exploit the vulnerability to implant a backdoor into the host

C. Use the tool to scan the port open by the server®

D. Extract super administrator permissions for ordinary users.

ANSWER: C

QUESTION NO: 12

in the architecture of software-defined security Which of the following feature descriptions is correct?

A. Security resources that can be pooled with features Security functions can be divided and combined, and elastically
scalable

B. The functional interface should provide northbound API interfaces to meet the requirements of flexible service
configuration

C. The security resource pool that carries the security business function can be a hardware resource pool or a software
resource pool

D. Need to provide rich security functions to meet the needs of the business

ANSWER: ABCD

QUESTION NO: 13
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Which of the following options is part of the business security resiliency (multiple choices)?
A. Establish a secure business environment

B. Improve situational awareness and resiliency of your business

C. Build defense-in-depth capabilities for your business

D. Do a good job of protecting the equipment at the point

ANSWER: ABC

QUESTION NO: 14

The guarantee of information security does not need to be fully integrated with business implementation, because
information security will increase the complexity of the network and reduce the efficiency of business processing. (single
selection).

A. TRUE

B. FALSE

ANSWER: B

QUESTION NO: 15

Databases often store important information about the enterprise, and hackers try to gain profits by destroying servers and
databases Therefore. Securing databases is becoming increasingly important. Which of the following are common database
political methods?

A. SQL injection

B. Privilege elevation

C. Eliminate unpatched database vulnerabilities

D. Steal backed-up (unencrypted) tapes

E. Brute force weak password or default username and password

ANSWER: ABCDE
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