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QUESTION NO: 1

Review the two highlighted sections in the hex output below from the file MPOc_000.

# 5 NVD_DATA (133 files, 410 KB]
[ croo_010 e[ Telm
B co1_010 ldl: ® & ® @ - o 3 (B[00
B croz2.010 Hex View
() MPODa000 ! FF FF FF FF FF FF FF FF FF FF
[Z) mPoa_000 ' 06 B1

R = T FOEE P P

(3 wrowacc , oo | 25 ve rr v es or (EERTEE
L] MPOBLOOG sovooes | B FF PP PR FF FF FF FF FF FF
[} MPoc_000 52 | FF FF PF FF FF FF FF PP FF PP
g e sovo0cs | ve ev ve ve reve ve v ve e

Convert the phone number found in raw format extracted from a Chinese knock-off device.
A. 3494044495
B. 7034241991
C. 6174429119

D. 4349404459

ANSWER: B

Explanation:

QUESTION NO: 2

Review the message database below.
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Detabase Shudery Bl Dl Edl Fragmes Empiuie 5L

ol chal_tisitey_iaags

Id ohe_id byp Birmestamp | sorvedrHmestai

her i Jriter [ |
12 Fi Q 1487602085, 1 a
23 2 0 1487692 709.... 1 0
35 2 1 1487602063.... 1 4
4 & 2 3 1487692893, 1
3T 2 0 1487609198, 1 0
68 F) 1 1487609208, | 4
79 2 a 1487699214, 1 L

w S

direction roube_bypa

Fagrer Bintid )

Frowem_id

1T

1487602085, 186047 _2486
J4ETES2 TG BAJS67 658
148769286 1.956361_3691
22160132374479
148099 197.953165_2941
MAETES0206 634783 _9850

1487699213.994157_ 9287

What can be determined based on the information provided?

A. There are no deleted messages in this database

B. The interrupted sequence in the id column could indicate deleted messages

C. The messages in this table are “outgoing”
D. The messages contain attachments

E. The messages in this table are only “incoming”

ANSWER: B

Explanation:

QUESTION NO: 3

Examine the file, Bluetooth, what is the name of the device being examined?
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e e v el |
byt Seflng s e —=-
B ok s . H_Eﬂ' -]
) #-byte Seming e e
[0} ABM GRRS PROFLE 00000000 | 1P 00 00 00 O1 00 00 00 00 00 00 00 | +uueereesnss
o oooootos | 73 61 6E 73 00 00 00 00 ¥T 5% 00 AD | mans.. ... Gl
c g Go000018 | 00 00 00 00 61 AF OE 00 00 00 00 00 e
[ anc 00000024 | cB 00 00 00 48 00 0D 00 DE 00 00 60 | ..oBiiu....
njﬂ:m Q0000030 0o 01 00 00 00 OO 00 Q0 OO OO0 OO0 OO0 TR T S,
B acc 0000003 | 01 66 58 00 DS 00 04 22 00 OB 00 00 | .£X....". ...
00000048 | 1F 11 00 00 1211 00 00 OL 11 00 00 | «. icvmesan s
£ Adaerm gt 60000054 | 03 11 0000 05 11 00 00 06 21 00 00 | . ..ciiieies
B At qobce 00000050 | PE PP 00 00 0D 11 00 00 O 11 00 00 | wnicnioen.s
mmm OODDDDES 22 11 00 00 24 11 00 00 00 00 00 00 | ".ceficnauan
mmtﬂ gootooTa | @0 00 00 OO0 OO0 OO 00 00 OO0 00 0O OO0 e e
_ ao000084 | DO 00 00 0O OO 0000 00 00 00 00 B0 | coueirsssnis
[ AudicEg 0000090 | 00 00 00 0D 00 00 00 00 00 00 00 00 | «ocvseecsses
B Audio Pecameter 00000052 | 00 00 00 60 00 00 00 00 0C 01 02 00 | veveuvecreen
OODDO0AE | 43 45 40 40 45 9B 2D 57 49 4E 37 00 | CELLEX-WINT.
(3 Auoio pLaveR BT SETTINGS 60000084 | 00 00 00 00 00 00 00 00 00 00 00 00 | +0oeeeeeen..
[ Ateen 0o0D00ce | 00 00 OO0C 00 00 D000 00 00 00 00 00 | couciiiians %
B sano e 0000000 | 0D 00 00 00 00 00 00 00 00 00 00 00 | +.ovssvsstis
[ sancope 000060DS | 23 44 32 00 83 00 15 00 00 00 00 00 | .D2....... 5
e e— \ GoOE00Ed | 00 00 00 00 00 OO0 00 00 G0 00 00 00 | vvoeivserrrs
LI mvetooth s & 00000070 | 00 00 00 00 00 00 00 00 00 00 00 00 | \oeovenseess

A.CON

B. WIN7
C.CON...M
D. WIN10

ANSWER: B

Explanation:

Exhibit:
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.[Nlﬂ Path

indope tings., db-ghm fapp feys.androsdl. g ¥ ABQIACk: 1crdinesd T 72560, ns \appdata fdats \apdats fystem)/
sysmon . db-ghm fapp foys. Sysmon. Y ABQROIS ba Sfqle IFE. Bhe 34/ _startup_dats jdats/

cookeColecton.db-wal  fappioom, evernate, Y ABQID e IrDaMaq P Irf  TA (eppdads idats

| -' browser L dbwal an Ars. v e VABGIACh Lot T TG0 . M adpca U folats fapoia e fha b foos. androed, bt R tahases,/
7 external db-wa fappfeys. androwdl Y ABQIADN Loaibne AT 72560, neappdata fdata fapdata fdata foom, gnoc. provider somedha databiases
i U rtenal b fappfsys. androdl gV ABQEACH lctene AT 72560, ns appdats fdats fapdsts idata foom, gno, providers.media (databases )
V| iedeetirgs. db-val fapp frys androsd, g Y ABQR AT ToafeinesA T TI5G0 ns fappdata fdats fapdats fystem)

Eioioe ol o, o sl fappisys. frstaunch. QYABGE 1LY siWBSE 1SCBOsroofappaata idata

Where can an analyst find data to provide additional artifacts to support the evidence in the highlighted file?
A. internal.db-wal

B. browser2.db

C. sysmon2.db-shm

D. external.db

ANSWER: A

QUESTION NO: 5

Which of the following items is found in the Kernel Space for an iOS device?
A. Cocoa Touch framework

B. System Area

C. Applications

D. Core Services

ANSWER: A

Explanation:

Reference: https://developer.apple.com/library/content/documentation/Darwin/Conceptual/

KernelProgramming/Architecture/Architecture.html
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QUESTION NO: 6

What type of acquisition is being examined in the image below?
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A. iOS bypass lock
B. Blackberry logical
C. Android physical

D. Windows Mobile file system

ANSWER: C

Explanation:

Reference:

http://www.forensicswiki.org/wiki’lHow_To_Decrypt_Android_Full_Disk_Encryption

QUESTION NO: 7

What is often more of a challenge with mobile forensics than other areas of forensics?
A. Analysis and Reporting of Information

B. Isolation of devices

C. Identification of evidence

D. Evidence collection
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ANSWER: D

Explanation:

QUESTION NO: 8

What type of acquisition has occurred for this device?

4 B Memory Images
B FileDump (Smart Phones_PDAs_Android 2ip)
4 5 Memory Ranges
& FileDump
A. Physical
B. File system

C. Bypass lock

D. Logical

ANSWER: B

Explanation:

Reference: https://archive.org/stream/Defcon20Slides/DEFCON-20-Robinson-Spy-vs-

Spy_djvu.ixt

QUESTION NO: 9

Which artifact(s) can be extracted from a logical image only if the device the image was acquired from was jailbroken?
A. SMS/MMS

B. Email

C. Call Logs
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D. Photos

ANSWER: B

Explanation:

Photos, SMS/MMS and call logs can be extracted from a logical acquisition of a nonjailbroken device. Once a device has

been jailbroken, email can be extracted for review.

QUESTION NO:

10

Analyze the two tables (Albums and Photos) provided from the Facebook database on an

Android device

located at the path: /data/data/com.facebook.katana/databases/fb.db.

1000062 74086300 1073741825 mm_mnnun
100006274066300_1073741827 1000062 74086300_ 1073741835
ID000GITH0BEI00_I07ITHIBE 1000062708600 _ 1073741832

'albums
E ) _ﬂ E ]
r v
= W 2
o & 3
o
I} = _|d =]
L T ] 1067 L6 TTIS0 1097 _ 1073741532
-] 1067 16779501997 _1073 1827
2 ¥ n 100006 274085 300_ 1075741834
e W 10000 3042554055_ 1073741831
= v B 100005241 TR0 123_10TIT41832
T LO0O0S241 7012 _ 1071741811
n ¥ = 1D0006274086300_ 1073751835
X ¥ = 100005241 7504231073 741834
o | o 100005241 790123 _1073 741837
-] 0005241780123 _1073 741638
- 10000 J4TMEE2997 1050577

cover_pid

el

ISTIETFIS01997 21395
IDGTIETTIG01997_13395
HOOO0GI PA0B6300 1073741827
HONI04TTE405E5_M0T28
HOODG5241730123_ 1073141826
MOD0E241790123_1073741826
S00006 24086300 _ 1073741827
S0000S241790123_ 1073741826
E0CODOS241 790 123 1073741826
FO0D05241790 123 _1073741826
HO0G24TIEA G T_50205

[ owner T
100006274086300  Profie Pctures
100006274056300  Mobile Uinloads
ID0006274086300  Cover Pholos

1067 16779501597
1D6716779501997
100006 274086300
10000 3042564055
100005241 790123
1000052417013
100006 274086300
100005241 790123
1000052417801
100005241790123
1000024782547

Which photo was added to Facebook by the user of the device?

A. 106716779501997_1073741827

B. 100003042564055_1073741835

C. 100005241790123_1073741832

D. 100006274086300_1073741835
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ANSWER: D

Explanation:

Examination of the first table shows user activity related to Cover photos. Mobile uploads and Profile pictures leading to the
conclusion that user 100006274086300, is the owner of the device. In the second table, examine the picture’s IDs resident in
the database. Only one photo shares the Facebook ID that matches the ID of the assumed device owner.
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