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QUESTION NO: 1

Select the controls that correspond to the domain "9. ACCESS CONTROL" of ISO / 27002

(Choose three)

A. Restriction of access to information 

B. Return of assets 

C. Management of access rights with special privileges 

D. Withdrawal or adaptation of access rights 

ANSWER: A B D 

QUESTION NO: 2

One of the ways Internet of Things (IoT) devices can communicate with each other (or ‘the outside world’) is using a so-
called short-range radio protocol. Which kind of short-range radio protocol makes it possible to use your phone as a credit 
card?

A. Near Field Communication (NFC) 

B. Bluetooth 

C. Radio Frequency Identification (RFID) 

D. The 4G protocol 

ANSWER: A 

QUESTION NO: 3

Select risk control activities for domain "10. Encryption" of ISO / 27002: 2013 (Choose two)

A. Work in safe areas 

B. Cryptographic Controls Use Policy 

C. Physical security perimeter 
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D. Key management 

ANSWER: B D 

QUESTION NO: 4

Peter works at the company Midwest Insurance. His manager, Linda, asks him to send the terms and conditions for a life 
insurance policy to Rachel, a client. Who determines the value of the information in the insurance terms and conditions 
document?

A. The recipient, Rachel 

B. The person who drafted the insurance terms and conditions 

C. The manager, Linda 

D. The sender, Peter 

ANSWER: A 

QUESTION NO: 5

What is an example of a good physical security measure?

A. All employees and visitors carry an access pass. 

B. Printers that are defective or have been replaced are immediately removed and given away as garbage for recycling. 

C. Maintenance staff can be given quick and unimpeded access to the server area in the event of disaster. 

ANSWER: A 

QUESTION NO: 6

Companies use 27002 for compliance for which of the following reasons:

A. A structured program that helps with security and compliance 

B. Explicit requirements for all regulations 
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C. Compliance with ISO 27002 is sufficient to comply with all regulations 

ANSWER: A 

QUESTION NO: 7

What is an example of a non-human threat to the physical environment?

A. Fraudulent transaction 

B. Corrupted file 

C. Storm 

D. Virus 

ANSWER: C 
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