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QUESTION NO: 1

Whichconfiguration is required in NSX for Panorama to use the tags from security groups in dynamic address groups?

A. Create security groups only. 

B. Create security groups and mark them as exchangeable. 

C. Create security groups with tags marked as shareable. 

D. Create security groups and use them in an NSX-to-Palo Alto Networks redirection
policy. 

ANSWER: A 

QUESTION NO: 2

Which two OpenStack components areused in the creation of a VM-Series firewall from a heat template in OpenStack? 
(Choose two )

A. Swift creates the storage resources. 

B. Nova creates the firewall instance. 

C. Horizon 

D. Neutron creates the network resources. 

ANSWER: A C 

QUESTION NO: 3

What are two types of security that can be implemented across every phase of the Build,

Ship, and Run lifecycle of a workload? (Choose two )

A. Runtime Security 

B. Firewalling 

C. Vulnerability Management 
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D. Compliance or Configuration Management 

ANSWER: C D 

QUESTION NO: 4

Which three criteria are required to deploy VM-Series firewalls in High Availability?

(Choose three)

A. deployed on same type of hypervisor 

B. allocate identical CPU cores and network interfaces 

C. assigned identical licenses and subscriptions 

D. deployed on a different host 

E. configured asymmetric routing 
 

ANSWER: A B C 

Explanation:

: In an HA configuration on the VM-Series firewalls, both peers must be deployed on the same type of hypervisor, have 
identical hardware resources (such as CPU cores/network interfaces) assigned to them, and have the set same of 
licenses/subscriptions. 

https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/about-the-vmseries-firewall/vm-series-in-high-
availability.html 

QUESTION NO: 5

In PAN-OS, which three NSX features can be pushed from Panorama? (Choose three )

A. user IP mappings 

B. steering rules 

C. multiple authorization codes 

D. security group assignments of VMs 

E. security groups 
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ANSWER: A C E 

QUESTION NO: 6

Which features are included in the less-expensive license bundle meant for NSX?

A. capacity license, premium support, a threat prevention subscription. and GlobalProtect 

B. capacity license and premium support 

C. capacity license, premium support and a threat prevention subscription 

D. capacity license and a threat prevention subscription 

ANSWER: B 

Explanation:

: https://docs.paloaltonetworks.com/vm-series/8-1/vm-seriesdeployment/license-the-vm-series-firewall/license-typesvm-
series-firewalls 

QUESTION NO: 7

How is traffic directed to a Palo Alto Networks firewall integrated with Cisco ACI?

A. by creating an access policy 

B. through a policy-based redirect (PBR) 

C. contracts between EPGs that send traffic to the firewall using a shared policy 

D. through a virtual machine monitor (VMM) domain 

ANSWER: C 

QUESTION NO: 8

Which VM-Series can be deployed on VMware NSX?

A. VM-100, VM-200, VM-300. VM-500. VM-1000-HV 

B. VM-50r VM-100, VM-200, VM-300, VM-500 

C. VM-100, VM-200, VM-300, VM-500, VM-700 
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D. All VM Series Models can be deployed on VMware NSX 

ANSWER: A 

Explanation:

: https://docs.paloaltonetworks.com/vm-series/8-1/vm-seriesdeployment/about-the-vm-series-firewall/vm-series-models.html 

QUESTION NO: 9

How does the Palo Alto Networks NGFW integrate with Arista Networks Macro-

Segmentation Service?

A. Arista supports all hardware models of the Palo Alto Networks NGFW natively. 

B. Arista allows standalone non-HA firewalls to be attached to a service leaf switch. You must configure an Elastic Load 
Balancer to obtain fault tolerance. 

C. Arista CloudVision obtains relevant rules from Panorama through API and programs the Arista switches to steer 
intercepted east-west traffic to the Palo Alto Networks NGFW. 

D. Arista owns the Security policy. It can extend the concept of fine-grained intra-hypervisor security for VMs by enabling 
dynamic insertion of services for virtualized devices such as firewalls 

ANSWER: D 

QUESTION NO: 10

For which two reasons would an administrator have to install NGFW automatically in a cloud environment? {Choose two )

A. reduce capital expenses 

B. performance, to be able to install a new firewall when the demand exceeds the ability of the existing environments to 
service 

C. integrity, to ensure that data is not changed illicitly 

D. resiliency and availability, to be able to install a new firewall as part of a new environment if an existing environment fails 

E. security, to automatically install a firewall when a security threat is detected 

ANSWER: B E 
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