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QUESTION NO: 1

Scenario: A Citrix Engineer reviewed the log files of a web application and found the error message below: "Unable to
complete request Unrecognized field cext2_price>" Which protection can the engineer implement to prevent this error from
happening?

A. Form Field Consistency

B. Cross-Site Request Forgeries (CSRF)
C. HTML SQL Injection

D. HTML Cross-Site Scripting (XSS)

ANSWER: A

QUESTION NO: 2

A Citrix Engineer wants to delegate management of Citrix Application Delivery Management (ADM) to a junior team member.
Which assigned role will limit the team member to view all application-related data?

A. readonly

B. appReadonly

C. admin

D. appAdmin

ANSWER: B

Explanation:

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management-service/setting-up/configuring-role-based-
access-control.html

QUESTION NO: 3

Scenario: A Citrix Engineer is notified that improper requests are reacting the web application. While investigating, the
engineer notices that the Citrix Web App Firewall policy has zero hits. What are two possible causes for this within the Citrix
Web App Firewall policy? (Choose two.)

A. The expression is incorrect.
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B. It has been assigned an Advanced HTML profile.
C. Itis NOT bound to the virtual server.
D. It has been assigned the built-in APPFW_RESET profile.

ANSWER: AC

QUESTION NO: 4

Statistics for which three types of violations are presented on the App Security Dashboard? (Choose three.)
A. Web App Firewall protection

B. IP Reputation

C. SSL Enterprise Policy

D. Signature

E. AAA

ANSWER: ABD

Explanation:

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management-service/analytics/security/security-
violations.html

QUESTION NO: 5

Scenario: A Citrix Engineer configured signature protections for Citrix Web App Firewall. Signature Auto-Update has been
enabled. Upon reviewing the log files, the engineer notices that the auto update process has an error. In the settings for
Signature Auto Update the engineer notices that the URL is blank.

Which URL should the engineer enter to restore the update process?

A. https://s3.amazonaws.com/NSAppFwSignatures/SignaturesMapping.xml
B. https://download.citrix.com/NSAppFwSignatures/SignaturesMapping.xml
C. https://www.citrix.com/NSAppFwSignatures/SignaturesMapping.xml

D. https://citrix.azure.com/NSAppFwSignatures/SignaturesMapping.xml

ANSWER: A

Explanation:
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Reference: https://support.citrix.com/article/CTX138858

QUESTION NO: 6

A Citrix Engineer reviews the App Dashboard and notices that three of the monitored applications have an App Score of less
than 50.

The engineer can interpret the App Score as a metric of application . (Choose the correct option to complete
the sentence.)

A. security, with a lower score indicating better security
B. performance and availability, with a higher score indicating better health
C. performance and availability, with a lower score indicating better health

D. security, with a higher score indicating better security

ANSWER: B

QUESTION NO: 7

Scenario: A Citrix Engineer has enabled the IP Reputation feature. The engineer wants to protect a critical web application
from a distributed denial of service attack.

Which advanced expression can the engineer write for a Responder policy?
A. CLIENT.IP.SRC.IPREP_THREAT_CATEGORY(SPAM_SOURCES)

B. CLIENT.IP.SRC.IPREP_THREAT_CATEGORY(BOTNETS)

C. CLIENT.IP.SRC.IPREP_THREAT_CATEGORY(WEB_ATTACKS)

D. CLIENT.IP.SRC.IPREP_THREAT_CATEGORY(WINDOWS_EXPLOITS)

ANSWER: C

QUESTION NO: 8

Which three items does Citrix Application Delivery Management (ADM) require when adding an instances? (Choose three.)
A. Site

B. Tags

C. IP address

D. Agent
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E. Profile

ANSWER: CDE

QUESTION NO: 9

Scenario: A Citrix Engineer has a pair of Citrix ADC VPX appliances configured as a High-Availability (HA) pair and hosted
on a Citrix Hypervisor. The engineer wants to use Citrix Application Delivery Management (ADM) to monitor and manage the
35 web applications on the appliances. The engineer has imported Citrix ADM virtual appliance to Citrix Hypervisor. The

engineer has also configured the management IP address settings and has added the 35 instances. However, some of the
instances are NOT reporting any data.

Which two areas can the engineer check to determine the cause of the issue? (Choose two.)
A. A Premium platform license must be configured on each instance.

B. AppFlow must be enabled on each instance.

C. The Citrix ADM license must be installed.

D. An SSL certificate must be installed on the Citrix ADM appliance.

ANSWER: B C

QUESTION NO: 10

Statistics for which three types of violations are presented on the App Security Dashboard? (Choose three.)
A. Web App Firewall protection

B. IP Reputation

C. SSL Enterprise Policy

D. Signature

E. AAA

ANSWER: ABD
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