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DUMPSQUEEN

QUESTION NO: 1

Which two statements are true about the differences between build and run config policies? (Choose two.)
A. Run and Network policies belong to the configuration policy set.

B. Build and Audit Events policies belong to the configuration policy set.

C. Run policies monitor resources, and check for potential issues after these cloud resources are deployed.

D. Build policies enable you to check for security misconfigurations in the 1aC templates and ensure that these issues do not
get into production.

E. Run policies monitor network activities in your environment, and check for potential issues during runtime.

ANSWER: B E

QUESTION NO: 2

Which two services require external notifications to be enabled for policy violations in the Prisma Cloud environment?
(Choose two.)

A. Splunk
B. QROC
C. SQS
D. Email

ANSWER: CD

QUESTION NO: 3

A user from an organization is unable to log in to Prisma Cloud Console after having logged in the previous day.
Which area on the Console will provide input on this issue?

A. SSO

B. Audit Logs

C. Users & Groups

D. Access Control

ANSWER: B
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QUESTION NO: 4

Which container image scan is constructed correctly?

A. twistcli images scan --docker-address https://us-west1.cloud.twistlock.com/us-3-123456789 myimage/ latest

B. twistcli images scan --address https://us-west1.cloud.twistlock.com/us-3-123456789 myimage/latest

C. twistcli images scan --address https://us-west1.cloud.twistlock.com/us-3-123456789 --container myimage/ latest

D. twistcli images scan --address https://us-west1.cloud.twistlock.com/us-3-123456789 --container myimage/ latest --details

ANSWER: C

Explanation:

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/tools/ twistcli_scan_images

QUESTION NO: 5

Where can Defender debug logs be viewed? (Choose two.)
A. /var/lib/twistlock/defender.log

B. From the Console, Manage > Defenders > Manage > Defenders. Select the Defender from the deployed Defenders list,
then click Actions > Logs

C. From the Console, Manage > Defenders > Deploy > Defenders. Select the Defender from the deployed Defenders list,
then click Actions > Logs

D. /var/lib/twistlock/log/defender.log

ANSWER: AB

QUESTION NO: 6

Which two bot categories belong to unknown bots under Web-Application and API Security (WAAS) bot protection? (Choose
two.)

A. News bots

B. Search engine crawlers
C. Web scrapers

D. HTTP libraries

ANSWER: B C
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QUESTION NO: 7

Which type of compliance check is available for rules under Defend > Compliance > Containers and Images > CI?
A. Host

B. Container

C. Functions

D. Image

ANSWER: B

Explanation:

Reference: https://docs.twistlock.com/docs/enterprise_edition/compliance/manage_compliance.html

QUESTION NO: 8

An administrator wants to retrieve the compliance policies for images scanned in a continuous integration (CI) pipeline.
Which endpoint will successfully execute to enable access to the images via API?

A. GET /api/v22.01/policies/compliance

B. GET /api/v22.01/policies/compliance/ci

C. GET /api/lv22.01/policies/compliance/ci/images

D. GET /api/v22.01/policies/compliance/ci/serverless

ANSWER: C

QUESTION NO: 9 - (DRAG DROP)

DRAG DROP
What is the order of steps to create a custom network policy?

(Drag the steps into the correct order of occurrence, from the first step to the last.)

Select and Place:
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Answer Area

Unordered Options Ordered Options

Build your Query = New Search or
Saved Search

Select Compliance Standards

From Policies tab = Add Policy 2
Network

Click Confirm

ANSWER:

Answer Area

Unordered Options Ordered Options

Build your Query = New Search or From Policies tab = Add Policy =2
Saved Search Network

Build your Query = New Search or

Select Compliance Standards Saved Search

From Policies tab = Add Policy 2

Metwork Select Compliance Standards :

Click Confirm Click Confirm
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Explanation:
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/

create-a-policy.html

Match the correct scanning mode for each given operation.

(Select your answer from the pull-down list. Answers may be used more than once or not at all.)

Answer Area
Create SNS Topic No data security scan
Triggers
Select an S3 bucket - Forward Scan only
Select an S3 bucket Forward or Backward
with existing files Scan
Link an 53 logging to Backward SEan of
ANSWER:
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Answer Area
Create SNS Topic Forward or Backward
Triggers Scan
Select an S3 bucket No data security scan

No data security scan

Forward Scan only

Select an S3 bucket
with existing files

Backward Scan only

Link an 53 logging to
CloudTrail

Forward Scan only

Forward or Backward
Scan

Explanation:

Answer Area

Backward Scan only

Create SNS Topic
Triggers

Forward or Backward
Scan

No data security scan

Select an 53 bucket

No data security scan

Forward Scan only

Select an 53 bucket
with existing files

Backward Scan only

Forward or Backward
Scan

Link an 53 logging to
CloudTrail

Forward Scan only

Backward Scan only
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