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QUESTION NO: 1

Can you include / exclude users from specific Network Zones defined in Okta from both Sign On and Password policies?
Solution: You can do this with both policy types mentioned

A. Yes
B. No

ANSWER: A

QUESTION NO: 2

Regarding policies, Okta recommends:

Solution: To include a policy rule that catches not wanted behaviors as a first priority and then label others for permitted
behaviors

A. Yes
B. No

ANSWER: B

QUESTION NO: 3

When a user's Okta password is changed:

Solution: All apps that are Provisioning-enabled and have Sync Password option active under Provisioning settings - will
begin to sync the password in respective apps, but only if JIT Provisioning is enabled as well as it has to be a just-in-time

action, the moment the user resets the password

A. Yes
B. No

ANSWER: B
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QUESTION NO: 4

When a user's Okta password is changed:

Solution: All apps that are Provisioning-enabled and have Update Attributes option active under Provisioning settings - will
begin to sync the password in respective apps, as password is an attribute of their profile - but only if JIT Provisioning is
enabled as well as it has to be a just-in-time action, the moment the user resets the password

A. Yes
B. No

ANSWER: B

QUESTION NO: 5

Once brought into Okta, LDAP roles are represented as:
Solution: Licences

A. Yes

B. No

ANSWER: B

QUESTION NO: 6

In order for SAML to work, there is a need of an IDP and an SP and we know that already, but why is it so?

Because:

Solution: An SP authorizes the users, while the IDP authenticates them

A. Yes

B. No

ANSWER: A

QUESTION NO: 7
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Which of the following is / are Okta required attributes?
Solution: None of the above
A. Yes

B. No

ANSWER: A

QUESTION NO: 8

With Okta you federate the 'Office 365 tenant name' (which is the default Microsoft domain you have) or the 'Office 365
domain'?

Solution: You federate with Okta both the 'Office 365 tenant name' and the 'Office 365 domain’
A. Yes

B. No

ANSWER: B

QUESTION NO: 9
Which of the following is / are true?

Solution: If an MFA factor is set to 'required' and another MFA factor set to 'disabled’, then users can choose between the
two factors when enrolling, but then can use only the first one for successful logins

A. Yes

B. No

ANSWER: B

QUESTION NO: 10

As an Okta admin, when you implement IWA, you have to know how to successfully test it to see if it's working. For this you:

Solution: Paste into a browser configured for DSSO the IWA redirect URL along with /authenticated.aspx' after it, hit 'Enter’
and check the message returned
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A. Yes
B. No

ANSWER: A
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