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QUESTION NO: 1

The following are the guidelines to protect your password, except: 

A. Don't use the same password for various company system security access 

B. Do not share passwords with anyone 

C. For easy recall, use the same password for company and personal accounts 

D. Change a temporary password on first log-on 

ANSWER: B C 

QUESTION NO: 2

What is a repressive measure in case of a fire? 

A. Taking out a fire insurance 

B. Putting out a fire after it has been detected by a fire detector 

C. Repairing damage caused by the fire 

ANSWER: B 

QUESTION NO: 3

Which of the following statements are correct for Clean Desk Policy?

A. Don't leave confidential documents on your desk. 

B. Don't leave valuable items on your desk if you are not in your work area. 

C. Don't leave highly confidential items. 

D. Don't leave laptops without cable lock. 

ANSWER: A B C 
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QUESTION NO: 4

There is a scheduled fire drill in your facility. What should you do?

A. Participate in the drill 

B. Excuse yourself by saying you have an urgent deliverable 

C. Call in sick 

D. None of the above 

ANSWER: A 

QUESTION NO: 5

Access Control System, CCTV and security guards are form of:

A. Environment Security 

B. Access Control 

C. Physical Security 

D. Compliance 

ANSWER: C 

QUESTION NO: 6

Four types of Data Classification (Choose two)

A. Restricted Data, Confidential Data 

B. Project Data, Highly Confidential Data 

C. Financial Data, Highly Confidential Data 

D. Unrestricted Data, Highly Confidential Data 

ANSWER: A D 
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QUESTION NO: 7

Which measure is a preventive measure? 

A. Installing a logging system that enables changes in a system to be recognized B. Shutting down all internet traffic after a 
hacker has gained access to the company systems 

B. Putting sensitive information in a safe 

ANSWER: B 

QUESTION NO: 8

An administration office is going to determine the dangers to which it is exposed. 

What do we call a possible event that can have a disruptive effect on the reliability of information? 

A. dependency 

B. threat 

C. vulnerability 

D. risk 

ANSWER: B 

QUESTION NO: 9

Which of the following does an Asset Register contain? (Choose two)

A. Asset Type 

B. Asset Owner 

C. Asset Modifier 

D. Process ID 

ANSWER: A B 
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