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QUESTION NO: 1

What requirements will you need to configure an application or resources on the LDAP endpoint? Select all that apply.
A. At least 1 LDAP bindDN

B. Samba auth enabled

C. OrgDN

D. Secure password

ANSWER: ACD

QUESTION NO: 2

In a password reset use case, the JumpCloud agent updates the hashed password via
Mutual TLS on port . Fill in the blank.
A. 636

ANSWER: A

QUESTION NO: 3

What does just-in-time (JIT) provisioning do? Select all that apply.
A. Provides login credentials to new users.

B. Creates additional users within JumpCloud.

C. Automatically creates new users on the application endpoint.

ANSWER: C

QUESTION NO: 4
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You can determine how many days a user has to enroll in TOTP MFA before getting locked out of their JumpCloud-bound
resources.

A. True

B. False

ANSWER: A

QUESTION NO: 5

In JumpCloud, when configuring an SSO application using JumpCloud's custom SAML 2.0 connector,

what conditions apply? Select all that apply.

A. The "Service Provider Attribute Name" field must map to what the service provider requires for that user attribute.
B. You are required to generate a public certificate and private key pair to connect an application to JumpCloud.

C. The "JumpCloud Attribute Name" field must match the JumpCloud system user property name (such as email, first name,
last name).

ANSWER: ABC

Explanation:

QUESTION NO: 6

Within a single JumpCloud org, users are unique by ? Select all that apply.
A. Last name

B. Email address

C. Username

D. First name

ANSWER: B C

QUESTION NO: 7
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In JumpCloud, you can grant user access to applications by . Select all that apply.
A. individual user
B. user group

C. system group

ANSWER: AB

QUESTION NO: 8 - (DRAG DROP)

DRAG DROP

There are multiple options to de-provision a user’s access to JumpCloud resources. Match the following options to their
suggested use case.

A. permanently revoke access (o all

Unbind
resgurces at gnce
Delete B. revoke access (o one or multiple
Mesources
Suspend C. temporarily revoke access to-all
Messurces al once
B. revoke access (0 ane or multiple % | K "
= . permanently revoke access 1o a
Unbind FESOUFCes ;
resources at ance
Delers A, permanently revoke access to all B. revoke access (o one or multiple
resgurces at gnce resSoUrces
. temp iy revoke access to all
Suspend €. temporarily revoke access to a C. termporarily revoke access to all
re50Urces at onc
il e AL resources at once
Explanation:
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i i B. revake access Lo one or multiple [ 1A, permanently revoke access to all
' [
_____ MEsidies &80 B F : resources at ance
______________________ . : 3
Delete A. permanently revoke access to all I B, revoke access (o one or multiple :
I MeSOUrces al once | ' resources |
_______________________ -
- o - e | 1
Suspend [ C. termporarily revoke access o all | | €. temporarily revoke access toall
|

I resources al gnce | | MEsUrces al once

: Unbind revoke access to one or multiple resources
Delete permanently revoke access to all resources at once

Suspend temporarily revoke access to all resources at once

QUESTION NO: 9
For SAML, what is the main attribute used as the unique identifier? Select the correct answer.

A. Last name
B. Username

C. Email id

ANSWER: B

QUESTION NO: 10
Your Organization ID is confidential and should be kept private.
A. True

B. False

ANSWER: A
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