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QUESTION NO: 1

The ambition of the security manager is to certify the organization against ISO/IEC 27001.
What is an activity in the certification program?

A. Formulate the security requirements in the outsourcing contracts

B. Implement the security baselines in Secure Systems Development Life Cycle (SecSDLC)
C. Perform a risk assessment of the secure internet connectivity architecture of the datacenter

D. Produce a Statement of Applicability based on risk assessments

ANSWER: D

QUESTION NO: 2

The security manager of a global company has decided that a risk assessment needs to be completed across the company.
What is the primary objective of the risk assessment?

A. |dentify, quantify and prioritize each of the business-critical assets residing on the corporate infrastructure

B. Identify, quantify and prioritize risks against criteria for risk acceptance

C. Identify, quantify and prioritize the scope of this risk assessment

D. Identify, quantify and prioritize which controls are going to be used to mitigate risk

ANSWER: B

QUESTION NO: 3

Which security item is designed to take collections of data from multiple computers?
A. Firewall

B. Host-Based Intrusion Detection and Prevention System (Host-Based IDPS)

C. Network-Based Intrusion Detection and Prevention System (Network-Based IDPS)

D. Virtual Private Network (VPN)
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ANSWER: C

QUESTION NO: 4

A security architect argues with the internal fire prevention team about the statement in the information security policy, that
doors to confidential areas should be locked at all times. The emergency response team wants to access to those areas in
case of fire.

What is the best solution to this dilemma?

A. The security architect will be informed when there is a fire.

B. The doors should stay closed in case of fire to prevent access to confidential areas.

C. The doors will automatically open in case of fire.

ANSWER: C

QUESTION NO: 5

Recovery Time Objective (RTO) and Recovery Point Objective (RPO) are key terms in business continuity management
(BCM). Reducing loss of data is one of the focus areas of a BCM policy.

What requirement is in the data recovery policy to realize minimal data loss?
A. Maximize RPO

B. Reduce RPO

C. Reduce RTO

D. Reduce the time between RTO and RPO

ANSWER: B
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