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QUESTION NO: 1

Which of the following is not the default security zone of the firewall ( )[Multiple choice]*
A. untrust trust

B. trust zone

C. dmz zone

D. isp zone)

ANSWER: D

QUESTION NO: 2

For which of the following parameters can the packet filtering firewall filter?
A. Port packet payload

B. IP address of the port source destination

C. The MAC address of the source destination

D. Port number and protocol number of the port source

ANSWER: B D

QUESTION NO: 3

What are the correct entries in the following description of firewall security zones?

A. The DMZ security zone solves the problem of server placement well, and this security area can place devices that need to
provide network services to the outside world.

B. The Local zone is the highest security zone with a priority of 99.
C. Data flows between security domains are directional, including Inbound and Outbound.

D. Normally, the two communicating parties must exchange messages, that is, there are messages transmitted in both
directions between security domains.

ANSWER: ACD

QUESTION NO: 4
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Which of the following is not included in the Business Impact Analysis (BIA).
A. Risk identification

B. Impact assessment

C. Incident handling priority

D. Business priorities

ANSWER: B

QUESTION NO: 5

In the TCP/P protocol core, which of the following protocols works at the application layer? ( )[Multiple choice]*
A. IGMP

B. ICMP

C.RIP

D. ARP

ANSWER: C

QUESTION NO: 6 - (DRAG DROP)

Please classify the following security defenses into the correct classification.

Identity Authentication Network Security
Virus Defense System Security
Firewall Terminal Security

Server Security Application Security

ANSWER:
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Firewall | Network Security

Virus Defense - System Security

Server Security

¢ Terminal Security

Identity Authentication| | Application Security

QUESTION NO: 7

Which of the following operating modes does NTP support?
A. Mouth peer mode

B. Mouth client/server mode

C. Mouth broadcast mode

D. Mouth multicast mode

ANSWER: ABCD

QUESTION NO: 8

The trigger authentication method for firewall access user authentication does not include which of the following? ( )[Multiple
choice]*

A. MPLS VPN
B. SSL VPN
C. IPSec VPN

D.L2TP VPN

ANSWER: A
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QUESTION NO: 9

Both digital envelopes and digital signatures guarantee data security and verify the origin of data.
A. TRUE

B. FALSE

ANSWER: A

QUESTION NO: 10

The following description of the intrusion fire protection system IPS, which is correct?
A. The port IPS can be concatenated at the network boundary.

B. The IPS cannot prevent intrusion from occurring in real time.

C. The port IPS can be attached to the switch and port mirrored through the switch.

D. Oral IPS has the ability to customize intrusion prevention rules.

ANSWER: ACD
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