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QUESTION NO: 1

A VMware Workspace ONE administrator and the Information Security Officer reported that the Unified Access Gateway 
(UAG) front-end network is compromised. The compromised device was reconfigured to bypass the UAG.

Why did this action fail in a two-NIC deployment?

A. The UAG combines layer 5 firewall rules with layer 7 Unified Access Gateway security

B. The UAG combines layer 4 firewall rules with layer 7 Unified Access Gateway security

C. The UAG combines layer 3 firewall rules with layer 7 Unified Access Gateway security

D. The UAG combines layer 2 firewall rules with layer 7 Unified Access Gateway security

ANSWER: B 

QUESTION NO: 2

The following functionaries must be achieved:

Assign Device Profiles

Apply Data Loss Prevention

Provide App catalog with Custom Templates

Which two components at a minimum, need to be integrated to achieve these functionalities? (Choose two.)

A. Workspace ONE Intelligence

B. AirWatch Cloud Connector

C. Unified Access Gateway

D. Hub Services

E. Workspace ONE UEM

ANSWER: B E 

QUESTION NO: 3

Which two virtual desktop infrastructures (VDI) are supported as an integration in VMware's Anywhere Workspace with the 
VMware Workspace ONE Access Connector v21.08+? (Choose two.)

A. Citrix
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B. V2 Cloud

C. Workspot

D. ThinApp

E. Horizon

ANSWER: A E 

QUESTION NO: 4

Which two directory sync types are valid when configuring password (cloud deployment) authentication for VMware 
Workspace ONE Access? (Choose two.)

A. RSA SecureID

B. RSA Authentication

C. RADIUS Authentication

D. Active Directory over LDAP/IWA

E. LDAP Directory

ANSWER: D E 

QUESTION NO: 5

Which statement accurately describes Just-in-Time Provisioning (JIT)?

A. Workspace ONE Access acts as the service provider

B. Users are pre-synced into Workspace ONE Access from an Active Directory

C. Workspace ONE Access Connector is required for JU Provisioning to work

D. JIT provisioned users can be individually deleted

ANSWER: C 

QUESTION NO: 6

Which step accurately outlines the SQM provisioning flow from Okta to Workspace ONE UEM?

A. AirWatch Provisioning App uses SCW API to update users in Workspace ONE UEM

B. Okta provisions users to Workspace ONE Access using SCIM API
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C. Workspace ONE Access utilizes SCIM API to provision users to Workspace ONE UEM

D. Okta uses Workspace ONE UEM REST API to add users to the console

ANSWER: C 

QUESTION NO: 7

An IT administrator starts infrastructure design for authentication management and would like to enable the single sign-on 
ability into VMware Workspace ONE UEM Self-Service Portal and VMware Workspace ONE console for administrators.

Which third-party component should the IT administrator use?

A. SAML-based Identity Provider

B. Active Directory

C. LDAP based Directory

D. DHCP

ANSWER: A 

QUESTION NO: 8

Which two considerations should be noted when designing a Workspace ONE environment? (Choose two.)

A. Installing all product components

B. Testing environment

C. Involving stakeholders

D. Defining business drivers

E. Configuring integrations

ANSWER: C D 

QUESTION NO: 9

Which three resources can be deployed to users through Workspace ONE Access? (Choose three.)

A. Email account

B. Web applications

C. Virtual desktops
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D. Virtual applications

E. Native applications

F. Device profiles

ANSWER: B D E 

QUESTION NO: 10

What is the primary purpose of VMware Workspace ONE Trust Network in VMware Workspace ONE Intelligence?

A. Delivering VPN profiles to devices

B. Assisting with integration of the Multi-Domain directory services across a trusted network

C. Integrating threat data from security solutions, including endpoint detection and response (EDR) solutions

D. Providing applications to end users

ANSWER: C 
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