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QUESTION NO: 1

The network administrator at Spears Technology, Inc has configured the default gateway Cisco router's access-list as below:

You are hired to conduct security testing on their network.

You successfully brute-force the SNMP community string using a SNMP crack tool.

The access-list configured at the router prevents you from establishing a successful connection.

You want to retrieve the Cisco configuration from the router. How would you proceed?

A. Use the Cisco's TFTP default password to connect and download the configuration file

B. Run a network sniffer and capture the returned traffic with the configuration file from the router

C. Run Generic Routing Encapsulation (GRE) tunneling protocol from your computer to the router masking your IP address

D. Send a customized SNMP set request with a spoofed source IP address in the range -192.168.1.0

ANSWER: B D 

QUESTION NO: 2

Which of the following statements about a zone transfer is correct? (Choose three.)

A. A zone transfer is accomplished with the DNS

B. A zone transfer is accomplished with the nslookup service

C. A zone transfer passes all zone information that a DNS server maintains

D. A zone transfer passes all zone information that a nslookup server maintains

E. A zone transfer can be prevented by blocking all inbound TCP port 53 connections

F. Zone transfers cannot occur on the Internet

ANSWER: A C E 

QUESTION NO: 3

Which of the following tools are used for enumeration? (Choose three.)

A. SolarWinds

B. USER2SID
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C. Cheops

D. SID2USER

E. DumpSec

ANSWER: B D E 

QUESTION NO: 4

What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your network 
is comprised of Windows NT, 2000, and XP?

A. 110

B. 135

C. 139

D. 161

E. 445

F. 1024

ANSWER: B C E 

QUESTION NO: 5

A network admin contacts you. He is concerned that ARP spoofing or poisoning might occur on his network. What are some 
things he can do to prevent it? Select the best answers.

A. Use port security on his switches.

B. Use a tool like ARPwatch to monitor for strange ARP activity.

C. Use a firewall between all LAN segments.

D. If you have a small network, use static ARP entries.

E. Use only static IP addresses on all PC's.

ANSWER: A B D 

QUESTION NO: 6

Which of the following are well known password-cracking programs?

A. L0phtcrack
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B. NetCat

C. Jack the Ripper

D. Netbus

E. John the Ripper

ANSWER: A E 

QUESTION NO: 7

An attacker with access to the inside network of a small company launches a successful STP manipulation attack. What will 
he do next?

A. He will create a SPAN entry on the spoofed root bridge and redirect traffic to his computer.

B. He will activate OSPF on the spoofed root bridge.

C. He will repeat this action so that it escalates to a DoS attack.

D. He will repeat the same attack against all L2 switches of the network.

ANSWER: A 

QUESTION NO: 8

Which iOS jailbreaking technique patches the kernel during the device boot so that it becomes jailbroken after each 
successive reboot?

A. Tethered jailbreaking

B. Semi-tethered jailbreaking

C. Untethered jailbreaking

D. Semi-Untethered jailbreaking

ANSWER: C 

QUESTION NO: 9

A security analyst is performing an audit on the network to determine if there are any deviations from the security policies in 
place. The analyst discovers that a user from the IT department had a dial-out modem installed.

Which security policy must the security analyst check to see if dial-out modems are allowed?

A. Firewall-management policy
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B. Acceptable-use policy

C. Permissive policy

D. Remote-access policy

ANSWER: D 

QUESTION NO: 10

Which of the following tools can be used to perform a zone transfer?

A. NSLookup

B. Finger

C. Dig

D. Sam Spade

E. Host

F. Netcat

G. Neotrace

ANSWER: A C D E 

QUESTION NO: 11

Peter, a Network Administrator, has come to you looking for advice on a tool that would help him perform SNMP enquires 
over the network.

Which of these tools would do the SNMP enumeration he is looking for? Select the best answers.

A. SNMPUtil

B. SNScan

C. SNMPScan

D. Solarwinds IP Network Browser

E. NMap

ANSWER: A B D 

QUESTION NO: 12
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Windows LAN Manager (LM) hashes are known to be weak.

Which of the following are known weaknesses of LM? (Choose three.)

A. Converts passwords to uppercase.

B. Hashes are sent in clear text over the network.

C. Makes use of only 32-bit encryption.

D. Effective length is 7 characters.

ANSWER: A B D 

QUESTION NO: 13

Yancey is a network security administrator for a large electric company. This company provides power for over 100, 000 
people in Las Vegas. Yancey has worked for his company for over 15 years and has become very successful. One day, 
Yancey comes in to work and finds out that the company will be downsizing and he will be out of a job in two weeks. Yancey 
is very angry and decides to place logic bombs, viruses, Trojans, and backdoors all over the network to take down the 
company once he has left. Yancey does not care if his actions land him in jail for 30 or more years, he just wants the 
company to pay for what they are doing to him.

What would Yancey be considered?

A. Yancey would be considered a Suicide Hacker

B. Since he does not care about going to jail, he would be considered a Black Hat

C. Because Yancey works for the company currently; he would be a White Hat

D. Yancey is a Hacktivist Hacker since he is standing up to a company that is downsizing

ANSWER: A 

QUESTION NO: 14

Password cracking programs reverse the hashing process to recover passwords. (True/False.)

A. True

B. False

ANSWER: B 

QUESTION NO: 15

Which of the following LM hashes represent a password of less than 8 characters? (Choose two.)
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A. BA810DBA98995F1817306D272A9441BB

B. 44EFCE164AB921CQAAD3B435B51404EE

C. 0182BD0BD4444BF836077A718CCDF409

D. CEC52EB9C8E3455DC2265B23734E0DAC

E. B757BF5C0D87772FAAD3B435B51404EE

F. E52CAC67419A9A224A3B108F3FA6CB6D

ANSWER: B E 

QUESTION NO: 16

You receive an e-mail like the one shown below. When you click on the link contained in the mail, you are redirected to a 
website seeking you to download free Anti-Virus software.

Dear valued customers,

We are pleased to announce the newest version of Antivirus 2010 for Windows which will probe you with total security 
against the latest spyware, malware, viruses, Trojans and other online threats. Simply visit the link below and enter your 
antivirus code:

or you may contact us at the following address:

Media Internet Consultants, Edif. Neptuno, Planta

Baja, Ave. Ricardo J. Alfaro, Tumba Muerto, n/a Panama

How will you determine if this is Real Anti-Virus or Fake Anti-Virus website?

A. Look at the website design, if it looks professional then it is a Real Anti-Virus website

B. Connect to the site using SSL, if you are successful then the website is genuine

C. Search using the URL and Anti-Virus product name into Google and lookout for suspicious warnings against this site

D. Download and install Anti-Virus software from this suspicious looking site, your Windows 7 will prompt you and stop the 
installation if the downloaded file is a malware

E. Download and install Anti-Virus software from this suspicious looking site, your Windows 7 will prompt you and stop the 
installation if the downloaded file is a malware
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ANSWER: C 

QUESTION NO: 17

Louis, a professional hacker, had used specialized tools or search engines to encrypt all his browsing activity and navigate 
anonymously to obtain sensitive/hidden information about official government or federal databases. After gathering the 
Information, he successfully performed an attack on the target government organization without being traced. Which of the 
following techniques is described in the above scenario?

A. Dark web footprinting

B. VoIP footpnnting

C. VPN footprinting

D. website footprinting

ANSWER: A 

QUESTION NO: 18

The network users are complaining because their system are slowing down. Further, every time they attempt to go a 
website, they receive a series of pop-ups with advertisements. What types of malware have the system been infected with?

A. Virus

B. Spyware

C. Trojan

D. Adware

ANSWER: D 

QUESTION NO: 19

The security administrator of ABC needs to permit Internet traffic in the host 10.0.0.2 and UDP traffic in the host

10.0.0.3. He also needs to permit all FTP traffic to the rest of the network and deny all other traffic. After he

applied his ACL configuration in the router, nobody can access the ftp, and the permitted hosts cannot access

the Internet. According to the next configuration, what is happening in the network?

access-list 102 deny tcp any any

access-list 104 permit udp host 10.0.0.3 any

access-list 110 permit tcp host 10.0.0.2 eq www any
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access-list 108 permit tcp any eq ftp any

A. The ACL 104 needs to be first because is UDP

B. The first ACL is denying all TCP traffic and the other ACLs are being ignored by the router

C. The ACL for FTP must be before the ACL 110

D. The ACL 110 needs to be changed to port 80

ANSWER: B 

QUESTION NO: 20

Which regulation defines security and privacy controls for Federal information systems and organizations?

A. HIPAA

B. EU Safe Harbor

C. PCI-DSS

D. NIST-800-53

ANSWER: D 
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