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QUESTION NO: 1

Refer to the exhibit.

What are two expected outcomes if FortiMail applies this antivirus action profile to an email? (Choose two.)

A. Virus content will be removed from the email

B. A replacement message will be added to the email

C. The sanitized email will be sent to the recipient’s personal quarantine

D. The administrator will be notified of the virus detection

ANSWER: B C 

QUESTION NO: 2

Which FortiMail option removes embedded code components in Microsoft Word, while maintaining the original file format?

A. Behavior analysis

B. Impersonation analysis

C. Content disarm and reconstruction
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D. Header analysis

ANSWER: C 

Explanation:

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8c063dd3-bafe-11e9- a989-
00505692583a/fortimail-admin-620.pdf (435)

QUESTION NO: 3

Refer to the exhibit.

Which configuration change must you make to block an offending IP address temporarily?

A. Add the offending IP address to the system block list

B. Add the offending IP address to the user block list

C. Add the offending IP address to the domain block list

D. Change the authentication reputation setting status to Enable

ANSWER: D 

Explanation:

Reference: https://help.fortinet.com/fweb/550/Content/FortiWeb/fortiweb-admin/blacklisting.htm

QUESTION NO: 4

Examine the FortiMail IBE users shown in the exhibit; then answer the question below
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Which one of the following statements describes the Pre-registered status of the IBE user krayner@external.com?

A. The user was registered by an administrator in anticipation of IBE participation

B. The user has completed the IBE registration process but has not yet accessed their IBE email

C. The user has received an IBE notification email, but has not accessed the HTTPS URL or attachment yet

D. The user account has been de-activated, and the user must register again the next time they receive an IBE email

ANSWER: C 

QUESTION NO: 5

Examine the access receive rule shown in the exhibit; then answer the question below.
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Which of the following statements are true? (Choose two.)

A. Email from any host in the 10.0.1.0/24 subnet can match this rule

B. Senders must be authenticated to match this rule

C. Email matching this rule will be relayed

D. Email must originate from an example.com email address to match this rule

ANSWER: C D 

QUESTION NO: 6

Refer to the exhibit.
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Which message size limit will FortiMail apply to the outbound email?

A. 204800

B. 1024

C. 51200
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D. 10240

ANSWER: A 

QUESTION NO: 7

Which statement about how impersonation analysis identifies spoofed email addresses is correct?

A. It uses behavior analysis to detect spoofed addresses.

B. It maps the display name to the correct recipient email address.

C. It uses DMARC validation to detect spoofed addresses.

D. It uses SPF validation to detect spoofed addresses.

ANSWER: A 

QUESTION NO: 8

Examine the message column of a log cross search result of an inbound email shown in the exhibit; then answer the 
question below

Based on logs, which of the following statements are true? (Choose two.)

A. The FortiMail is experiencing issues delivering the email to the back-end mail server

B. The logs were generated by a server mode FortiMail

C. The logs were generated by a gateway or transparent mode FortiMail

D. The FortiMail is experiencing issues accepting the connection from the remote sender

ANSWER: A C 

QUESTION NO: 9

Examine the nslookup output shown in the exhibit; then answer the question below.
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Identify which of the following statements is true regarding the example.com domain’s MTAs. (Choose two.)

A. External MTAs will send email to mx.example.com only if mx.hosted.com is unreachable

B. The primary MTA for the example.com domain is mx.hosted.com

C. The PriNS server should receive all email for the example.com domain

D. The higher preference value is used to load balance more email to the mx.example.com MTA

ANSWER: A B 

QUESTION NO: 10

A FortiMail is configured with the protected domain example.com.

On this FortiMail, which two envelope addresses are considered incoming? (Choose two.)

A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org

B. MAIL FROM: support@example.com RCPT TO: marketing@example.com

C. MAIL FROM: training@external.org RCPT TO: students@external.org

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

ANSWER: C D 

Explanation:

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d-11ea- 9384-
00505692583a/FortiMail-6.4.0-Administration_Guide.pdf (30)
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