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QUESTION NO: 1

Which values are acceptable in the address field of an Account?
A. It must be a Fully Qualified Domain Name (FQDN)

B. It must be an IP address

C. It must be NetBIOS name

D. Any name that is resolvable on the Central Policy Manager (CPM) server is acceptable

ANSWER: D

QUESTION NO: 2

Secure Connect provides the following. Choose all that apply.

A. PSM connections to target devices that are not managed by CyberArk.
B. Session Recording

C. Real-time live session monitoring.

D. PSM connections from a terminal without the need to login to the PVWA

ANSWER: AB

QUESTION NO: 3

What is the chief benefit of PSM?

A. Privileged session isolation

B. Automatic password management
C. Privileged session recording

D. ‘Privileged session isolation’ and ‘Privileged session recording’

ANSWER: C

QUESTION NO: 4 - (DRAG DROP)

For each listed prerequisite, identify if it is mandatory or not mandatory to run the PSM Health Check.
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PSM service installed on
Windows 2008 R2, Windows
2012 R2, or Windows 2016

PSM service installed on
Windows 2012 R2, Windows
2016, or Windows 2019

A valid S5L certificate is
installed on the Web Server

Web Server (115 8.5) role is
installed

' ANSWER:

PSM service installed on
Windows 2008 R2, Windows
2012 R2, or Windows 2016

PSM service installed on
Windows 2012 R2, Windows
2016, or Windows 2019

Avalid 55L certificate is
installed on the Web Server

Web Server (115 B.5) role is
installed

Explanation:
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PSM service installed on

Windows 2008 R2, Windows Not Mandatory Mandatory
2012 R2, or Windows 2016

PSM service installed on

Windows 2012 R2, Windows Mandatory Mot Mandatory
2016, or Windows 2019

A valid S5 certificate is

installed on the Web Server Mandatory

Web Server (115 8.5) role is

installed Mandatory

Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PSM/psm_healthcheck.htm?TocPath=Set%20up%20customized%20authentication
%20modules%7CBefore%20You%20Install%7Clnstalling%20the%20PAS %C2%A0Solution%7CCentral%20Policy%20Man
ager%7CPSM%20Hardening%20Stage%7C 3

QUESTION NO: 5

Users are unable to launch Web Type Connection components from the PSM server. Your manager asked you to open the
case with CyberArk Support.

Which logs will help the CyberArk Support Team debug the issue? (Choose three.)
A. PSMConsole.log

B. PSMDebug.log

C. PSMTrace.log

D. .Component.log

E. PMconsole.log

F. ITAlog.log

ANSWER:BCF

Explanation:

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.6/en/Content/PSMC/PSMC_ Troubleshooting.htm

QUESTION NO: 6

The password upload utility must run from the CPM server
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A. TRUE
B. FALSE

ANSWER: B

QUESTION NO: 7

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be
accessible upon a planned Vault restart? (Choose three.)

A. Store the CD in a physical safe and mount the CD every time Vault maintenance is performed
B. Copy the entire contents of the CD to the system Safe on the Vault
C. Copy the entire contents of the CD to a folder on the Vault Server and secure it with NTFS permissions

D. Store the server key in a Hardware Security Module (HSM) and copy the rest the keys from the CD to a folder on the
Vault Server and secure it with NTFS permissions

ANSWER: ACD

QUESTION NO: 8

Which parameters can be used to harden the Credential Files (CredFiles) while using CreateCredFile Utility? (Choose
three.)

A. Operating System Username

B. Host IP Address

C. Client Hostname

D. Operating System Type (Linux/Windows/HP-UX)
E. Vault IP Address

F. Time Frame

ANSWER: ABC
Explanation:

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.2/en/Content/PASIMP/CreateCredFile-Utility.htm

QUESTION NO: 9

You have associated a logon account to one your UNIX cool accounts in the vault. When attempting to [bJchange [/b] the
root account’s password the CPM will.....
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A. Log in to the system as root, then change root's password
B. Log in to the system as the logon account, then change roofs password
C. Log in to the system as the logon account, run the su command to log in as root, and then change root’s password.

D. None of these

Answer: C

Explanation:

A. Log in to the system as the logon account, then change roofs password

B. Log in to the system as the logon account, run the su command to log in as root, and then change root’s password.

C. None of these

ANSWER: B

QUESTION NO: 10

Which parameter controls how often the CPM looks for accounts that need to be changed from recently completed Dual
control requests.

A. HeadStartInterval
B. Interval
C. Immediatelnterval

D. The CPM does not change the password under this circumstance

ANSWER: B
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