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QUESTION NO: 1

109

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides
(client and server) have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

ANSWER: D

QUESTION NO: 2

Why does FortiGate Keep TCP sessions in the session table for several seconds, even after both sides (client and server)
have terminated the session?

A. To allow for out-of-order packets that could arrive after the FIN/ACK packets
B. To finish any inspection operations
C. To remove the NAT operation

D. To generate logs

ANSWER: A

Explanation:

TCP provides the ability for one end of a connection to terminate its output while still receiving data from the other end. This
is called a half-close. FortiGate unit implements a specific timer before removing an entry in the firewall session table.

QUESTION NO: 3

59
An organization's employee needs to connect to the office through a high-latency internet connection.
Which SSL VPN setting should the administrator adjust to prevent the SSL VPN negotiation failure?

A. Change the session-ttl.
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B. Change the login timeout.
C. Change the idle-timeout.

D. Change the udp idle timer.

ANSWER: B

QUESTION NO: 4

Refer to the exhibit.

Based on the raw log, which two statements are correct? (Choose two.)
A. Traffic is blocked because Action is set to DENY in the firewall policy.
B. Traffic belongs to the root VDOM.

C. This is a security log.

D. Log severity is set to error on FortiGate.

ANSWER: AC

QUESTION NO: 5

44

Which statement about the policy ID number of a firewall policy is true?
A. It is required to modify a firewall policy using the CLI.

B. It represents the number of objects used in the firewall policy.

C. It changes when firewall policies are reordered.

D. It defines the order in which rules are processed.

ANSWER: A
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QUESTION NO: 6

58

Refer to the exhibit.

Fortigate B diagnose sniffer packet any “"icmp™ 5

interfaces=[any]

filters=[icmp]

20.370482 port?2 in 190.8.1.2 -> B.B.8.8: icmp: echo request

B (RO 4580 983c 2f8f 00D BOO1l fO20 a2 0102 B €T 5 s A,
exeale 0808 0B0E 0BDD A4dS5a 0091 9001 6162 G164 sniwesMLia.abcd
exgale 6566 6768 696a &bbEc &dbe &f70 T172 7374 efghljklmnopgqrst
Ox0030 7576 7761 61263 6465 6667 GBEY uvwabcdefghi

20.378885 portl out 10.56.249.2128 -> B.8.8.8: 1lcmp: echo request
B x0000 4508 003c Ifef 0000 7ol 0106 Oal38 foed E..</ B, .
exdale 0888 DBPE 9822 £159 achl PEO1l 6162 63564 »+8Y....abcd

B 2a o 6566 6768 696a 6b6c Gd6e &FT8 T172 TA74 efghiijkilmnopgrst

exea3e 7576 7761 6263 6465 6667 6869 uvwabcdefghi

28.372138 portl in B.8.B.B ->.18.56.248.228: icmp: echo reply

2 5 O 4500 023c 0000 00D 7501 3a%5 0208 08HOB

exea1d 8a3g foed 0DDO 6959 ecdl BOD1 65162 6364 . . abecd
BwBa 2 6565 B67T6E 696a Ebbc Gdée &FTH 7172 7374 efghijklmnopgrst
ox29in 7576 7761 6263 6465 6667 6869 uvwabcdefghi

40.372163 portl out B.8.8.8 > 10.8.1.2: 1cmp: echo reply

Ex0Bae 4560 803c 0000 060 7481 2bbo OBOE OBOB E.aticah

exaale 200 9187 OO0 5553 0001 AOD1 6162 6364 e s snwUI V. abed
exeaze 6566 6768 696a 6bb6c G6d6e &f78 7172 7374 efghijklmnopgrst
ex00 30 7576 7761 6263 6465 6667 6BGY uvwabcdefghi

An administrator is running a sniffer command as shown in the exhibit.

Which three pieces of information are included in the sniffer output? (Choose three.)
A. Interface name

B. Ethernet header

C. IP header

D. Application header

E. Packet payload

ANSWER: ACE

Explanation:

Reference: https://kb.fortinet.com/kb/documentLink .do?externallD=11186
Study Guide — Routing — Diagnostics — Packet Capture Verbosity Level.

# diagnose sniffer packet
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In the example, verbosity is 5.

The verbosity level specifies how much info you want to display.
1 (default): IP Headers.

2: IP Headers, Packet Payload.

3. IP Headers, Packet Payload, Ethernet Headers.

4: |P Headers, Interface Name.

5: IP Headers, Packet Payload, Interface Name.

6: IP Headers, Packet Payload, Ethernet Headers, Interface Name.

QUESTION NO: 7

A network administrator has enabled full SSL inspection and web filtering on FortiGate. When visiting any HTTPS websites,
the browser reports certificate warning errors. When visiting HTTP websites, the browser

does not report errors.

What is the reason for the certificate warning errors?

A. The browser requires a software update.

B. FortiGate does not support full SSL inspection when web filtering is enabled.

C. The CA certificate set on the SSL/SSH inspection profile has not been imported into the browser.

D. There are network connectivity issues.

ANSWER: C

Explanation:

Reference: https://kb.fortinet.com/kb/documentLink .do?externallD=FD41394

QUESTION NO: 8

17

In consolidated firewall policies, IPv4 and IPv6 policies are combined in a single consolidated policy. Instead of separate
policies. Which three statements are true about consolidated IPv4 and IPv6 policy configuration? (Choose three.)

A. The IP version of the sources and destinations in a firewall policy must be different.
B. The Incoming Interface. Outgoing Interface. Schedule, and Service fields can be shared with both IPv4 and IPv6.
C. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 or IPv4 and IPv6 sources and destinations.

D. The IP version of the sources and destinations in a policy must match.
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E. The policy table in the GUI will be consolidated to display policies with IPv4 and IPv6 sources and destinations.

ANSWER: BD E

QUESTION NO: 9

View the exhibit.

17213 24 0255 255 2550
Irferface =1 TurinelB -
Adrministratve Distance @ | 5

Comemsnts —
Status m & Cwsabled

B Advanced Ophons

Priongy @ | 30

D briaticen m Named Address  Inlermet Serace

Ciesteation Marmed Address  Intemet Serace
17213 24 D255 255 2550

Interface 2 Tunneld, -

Adminestrabee Distance @ 10

Comments A

Status

B8] atvanced Opyons

Pricrity @ | 0

Which of the following statements are correct? (Choose two.)
A. This setup requires at least two firewall policies with the action set to IPsec.
B. Dead peer detection must be disabled to support this type of IPsec setup.

C. The TunnelB route is the primary route for reaching the remote site. The TunnelA route is used only if the TunnelB VPN is
down.

D. This is a redundant IPsec setup.

ANSWER: CD

Explanation:

https://docs.fortinet.com/document/fortigate/6.2.4/cookbook/632796/ospf-with-ipsec-vpn-for-network-redundancy

QUESTION NO: 10
94

An administrator observes that the port1 interface cannot be configured with an IP address. What can be the reasons for
that? (Choose three.)

A. The interface has been configured for one-arm sniffer.
B. The interface is a member of a virtual wire pair.
C. The operation mode is transparent.

D. The interface is a member of a zone.
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E. Captive portal is enabled in the interface.

ANSWER: ABC

Explanation:

https://help.fortinet.com/fos50hip/54/Content/FortiOS/fortigate-whats-new-54/Top_VirtualWirePair.htm
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