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QUESTION NO: 1

The ability of a Next-Generation Firewall (NGFW) to logically group physical and virtual interfaces and then control traffic
based on that grouping is known as what?

A. LLDP profiles
B. security zones
C. DHCP groups

D. security profile groups

ANSWER: B

QUESTION NO: 2

What are three unique benefits of the Palo Alto Networks Content-ID? (Choose three.) Select 3 Correct Responses
A. micro-segmenting network traffic based on the unique identification number of the content

B. increasing latency as new threat prevention features are enabled

C. detecting and preventing known and unknown threats in a single pass

D. enforcing policy control over unapproved web surfing

E. proactively identifying and defending against unknown, new, or custom malware and exploits

ANSWER:CDE

QUESTION NO: 3

Which three of the following are features of the Palo Alto Networks Next-Generation Firewall (NGFW) that differentiate it
from a stateful inspection firewall? (Choose three.)

Select 3 Correct Responses
A. Login-ID

B. User-ID

C. App-ID

D. Network-1D

E. SSL/SSH Decrypt
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ANSWER: BCE

QUESTION NO: 4

Which traffic will be blocked when application-default service is set on a Security policy?
A. SSH traffic on TCP/22

B. HTTPS traffic on TCP/443

C. HTTP traffic on TCP/81

D. DNS traffic on UDP/53

ANSWER: C

QUESTION NO: 5

Using a comprehensive range of natively-integrated subscriptions and inline machine learning (ML), what does a Next-
Generation Firewall (NGFW) use to prevent known and unknown threats in real time?

A. Cloud Delivered Security Services (CDSS)
B. Cloud Security Posture Management (CSPM)
C. Cloud Native Security Platform (CNSP)

D. Cloud Identity Access Management (CIAM)

ANSWER: A
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