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QUESTION NO: 1

Which of the following are considered part of the Operational mode of System Health-based NAC? (Choose three)

A. Audit

B. IPS

C. TAP

D. Simulation

E. Enforcement

F. SPAN

ANSWER: A D E 

QUESTION NO: 2

DoS detection is implemented in which of the following modes? (Choose two)

A. Learning mode

B. Configuration mode

C. Threshold mode

D. Bidirectional mode

E. Inbound mode

ANSWER: A C 

QUESTION NO: 3

Which server type needs to be configured as a requirement before the Quarantined user classes and Quarantined DHCP 
server(s) are configured?

A. Integrated DHCP server

B. Wildcard DNS server

C. WINS server

D. Portal server
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ANSWER: B 

QUESTION NO: 4

Which of the following activities require a reboot of a sensor? (Choose three)

A. Enabling/Disabling SSL

B. Enabling/Disabling parsing and detection of attacks in IPv4 traffic

C. Enabling/Disabling parsing and detection of attacks in IPv6 traffic

D. Sensor software upgrade

E. Signature update

ANSWER: A C D 

QUESTION NO: 5

What type of encryption is used for packet log transfers between the Sensor and the Manager?

A. SSL with RC4

B. SSL with MD5

C. SSL with RC4 and MD5

D. DES

ANSWER: B 

QUESTION NO: 6

By default, sensors are configured to operate in which operating mode?

A. In-line

B. Tap

C. SPAN

D. Failover

ANSWER: A 
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QUESTION NO: 7

Which NSP sensor models support VLAN Bridging? (Choose three)

A. M-1450

B. M-2850

C. M-3050

D. M-4050

E. M-6050

ANSWER: C D E 

QUESTION NO: 8

Which of the following cannot be configured at the sub-interface level?

A. DoS Learning Mode

B. Assigned Policy

C. Attack Filters

D. Interface type

ANSWER: A 

QUESTION NO: 9

Which of the following are the different operational modes of System Health based NAC? (Choose three)

A. Audit

B. Simulation

C. Enforcement

D. Prevention

E. Quarantine

ANSWER: A B C 

QUESTION NO: 10

Identity Based Access Control cannot co-exist with which mode of NAC deployment on the same port? 
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A. System Health-based NAC

B. DHCP NAC

C. L2 & L3 Deployment modes

D. Mixed Deployment modes

ANSWER: B 
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