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QUESTION NO: 1

Which three components can be sent to WildFire for analysis? (Choose three.)
A. URL links found in email

B. files traversing the firewall

C. MGT interface traffic

D. email attachments

ANSWER: ABD

QUESTION NO: 2

Which feature is a dynamic grouping of applications used in Security policy rules?
A. implicit applications

B. dependent applications

C. application group

D. application filter

ANSWER: C

QUESTION NO: 3

What are the benefits gained when the "Enable Passive DNS Monitoring" checkbox is chosen on the firewall? (Select all
correct answers.)

A. Improved DNSbased C&C signatures.
B. Improved PANDB malware detection.
C. Improved BrightCloud malware detection.

D. Improved malware detection in WildFire.

ANSWER: ABD

QUESTION NO: 4
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A Config Lock may be removed by which of the following users? (Select all correct answers.)
A. The administrator who set it

B. Device administrators

C. Any administrator

D. Superusers

ANSWER: AD

QUESTION NO: 5

In which of the following can UserlID be used to provide a match condition? (Select all correct answers.)
A. Security Policies

B. NAT Policies

C. Zone Protection Policies

D. Threat Profiles

ANSWER: A

QUESTION NO: 6

When SSL traffic passes through the firewall, which component is evaluated first?
A. Decryption policy

B. Decryption Profile

C. Security policy

D. Decryption exclusions list

ANSWER: C

QUESTION NO: 7

Taking into account only the information in the screenshot above, answer the following question. Which applications will be
allowed on their standard ports? (Select all correct answers.)
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A. BitTorrent
B. Gnutella
C. Skype

D. SSH

ANSWER: AD

QUESTION NO: 8

What Security Profile type must be configured to send files to the WildFire cloud, and with what choices for the action
setting?

A. A File Blocking profile with possible actions of “Forward” or “Continue and Forward”.
B. A Data Filtering profile with possible actions of “Forward” or “Continue and Forward”.
C. A Vulnerability Protection profile with the possible action of “Forward”.

D. A URL Filtering profile with the possible action of “Forward”.

ANSWER: A

QUESTION NO: 9

Which of the following are necessary components of a GlobalProtect solution?

A. GlobalProtect Gateway, GlobalProtect Agent, GlobalProtect Portal

B. GlobalProtect Gateway, GlobalProtect Agent, GlobalProtect Server

C. GlobalProtect Gateway, GlobalProtect NetConnect, GlobalProtect Agent, GlobalProtect Portal, GlobalProtect Server

D. GlobalProtect NetConnect, GlobalProtect Agent, GlobalProtect Portal, GlobalProtect Server
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ANSWER: A

QUESTION NO: 10

In a Palo Alto Networks firewall, every interface in use must be assigned to a zone in order to process traffic.
A. True

B. False

ANSWER: A

QUESTION NO: 11

Inkerf ace ﬁ:"‘* :::’*"m S‘t':e [P Address VetuslRouter  Tag ::‘:ﬂ{w‘e Security Zone
= -]

= |

sl [=]

) £ [ - *

Taking into account only the information in the screenshot above, answer the following question. In order for ping traffic to
traverse this device from e1/2 to e1/1, what else needs to be configured? Select all that apply.

A. Security policy from trust zone to Internet zone that allows ping
B. Create the appropriate routes in the default virtual router
C. Security policy from Internet zone to trust zone that allows ping

D. Create a Management profile that allows ping. Assign that management profile to e1/1 and e1/2

ANSWER: AD

QUESTION NO: 12

Which of the following platforms supports the Decryption Port Mirror function?
A. PA3000

B. VMSeries 100

C. PA2000
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D. PA4000

ANSWER: A

QUESTION NO: 13

After configuring Captive Portal in Layer 3 mode, users in the Trust Zone are not receiving the Captive Portal authentication
page when they launch their web browsers. How can this be corrected?

A. Ensure that all users in the Trust Zone are using NTLM-capable browsers
B. Enable "Response Pages" in the Interface Management Profile that is applied to the L3 Interface in the Trust Zone.
C. Confirm that Captive Portal Timeout value is not set below 2 seconds

D. Enable "Redirect " as the Mode type in the Captive Portal Settings

ANSWER: AB

QUESTION NO: 14

Administrative Alarms can be enabled for which of the following except?
A. Certificate Expirations

B. Security Violation Thresholds

C. Security Policy Tags

D. Traffic Log capacity

ANSWER: A

QUESTION NO: 15

Select the implicit rules that are applied to traffic that fails to match any administratordefined Security Policies. (Choose all
rules that are correct.)

A. Intrazone traffic is allowed
B. Interzone traffic is denied
C. Intrazone traffic is denied

D. Interzone traffic is allowed

ANSWER: AB
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